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ABSTRACT

The rapid growth of social networks in India has facilitated unprecedented connectivity but
has also amplified risks associated with fake profiles, botnets, and misinformation
propagation. Traditional detection methods often rely on heuristic or feature-based
techniques, which struggle with scalability and evolving malicious behaviors. This study
explores the application of Graph Neural Networks (GNNs) for social network analysis,
leveraging the inherent graph structure of online communities to detect anomalous accounts
and coordinated bot activity. By modeling users as nodes and their interactions as edges,
GNNs capture both local and global relational patterns, enabling the identification of
suspicious profiles with high accuracy. The proposed approach incorporates advanced graph
convolution and attention mechanisms to enhance representation learning while mitigating
the influence of noisy or incomplete data. Experimental evaluation on Indian social media
datasets demonstrates that GNN-based detection outperforms traditional machine learning
classifiers in terms of precision, recall, and robustness against sophisticated botnet strategies.
Keywords: Graph Neural Networks (GNNs), Social Network Analysis, Fake Profiles, Botnet
Detection, Indian Social Media, Graph Convolutional Networks, Anomaly Detection,
Cybersecurity.

INTRODUCTION In today's digital era, social networking
platforms have become central to

communication, information sharing, and
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public discourse. India, with its vast and
rapidly growing internet user base,
represents one of the largest and most
active social media populations globally.
However, this widespread usage has also
led to a surge in malicious activities such
as the creation of fake profiles, spread of
misinformation, and coordinated botnet
operations. These threats not only
undermine wuser trust but also pose
significant challenges to online safety,
public opinion manipulation, and even

national security.

Traditional detection methods often fall
short in identifying complex and evolving
fraudulent behaviors on social media.
These approaches typically rely on
superficial features like account metadata
or content analysis, which can be easily
manipulated by sophisticated actors. To
address these limitations, advanced
machine learning models—particularly
Graph Neural Networks (GNNs)—have
emerged as powerful tools for analyzing
the relational and structural patterns

inherent in social networks.

GNNs excel at modeling social graphs
where users and their interactions form
intricate networks. By capturing the
dependencies and propagation patterns in

these graphs, GNNs offer a robust

mechanism for detecting fake profiles and
botnets, which often exhibit distinct
topological characteristics. This makes
GNN-based analysis highly effective in
differentiating genuine user behavior from

coordinated or artificial activity.

RELATED WORK

Detecting fake profiles and botnets in
social networks has been an active
research area for over a decade, with
approaches evolving from handcrafted
feature-based classifiers to deep learning
and graph-based models. Early work in
social network fraud detection largely
focused on behavioral and content
features. Stringhini et al. (2010)
leveraged activity patterns and spam
signatures to identify malicious accounts
on social platforms, showing that simple
heuristics can filter obvious bots but fail
against adaptive adversaries. Similarly,
Cresci et al. (2017) examined temporal
and linguistic characteristics  to
differentiate bots from genuine users,
emphasizing the limitations of static
classifiers once bots mimic human

behavior.

Graph-based modeling emerged to address
the relational structure of social networks.
Approaches such as node centrality and
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community detection (e.g., PageRank,
Louvain clustering) have been used to
highlight suspicious nodes based on
structural anomalies. For instance, Beutel
et al. (2013) defined lockstep behavior
patterns to spot coordinated bots through
dense interaction subgraphs. However,
traditional graph algorithms often struggle
with noisy real-world data and lack the

capacity to learn discriminative features.

Recent years have seen significant interest
in Graph Neural Networks (GNNs) for
social network analysis. Kipf and Welling
(2017) introduced Graph Convolutional
Networks (GCNSs) as a general framework
to aggregate node and neighborhood
features, which inspired many applications
in network security. Zhang et al. (2019)
applied GNNs to fraud detection on
e-commerce platforms, showing improved
robustness over conventional models. In
social media, Fan et al. (2019) proposed
semi-supervised GNNs for rumor detection
by learning propagation patterns, while
Monti et al. (2019) used geometric deep
learning to capture coordinated bot

behavior across interaction graphs.

LITERATURE REVIEW

Graph  Neural  Networks  (GNNs)

haveemerged as a powerful paradigm for

detectingmalicious accounts and

coordinated botnets byleveraging
relational  structure andneighbourhood
patterns in social graphs.India ranks
among the top users of social media
platforms such as Facebook, WhatsApp,
X/Twitter, and Instagram, reflecting a
rapid growth in online connectivity and
digital engagement. However, this surge in
social network usage has also brought
significant challenges, particularly the
proliferation of fake profiles and botnets
that spread misinformation, scams, or
spam. Several studies have explored the
patterns and scale of online behavior
among Indian users, highlighting critical
implications for identity verification, trust,
and platform security. Traditional methods
for detecting fake profiles and bots—such
as rule-based filters, classical machine
learning algorithms like SVMs and
decision  trees, and behavior-based
heuristics—have shown limited
effectiveness in identifying coordinated
botnets or adapting to rapidly evolving
adversarial tactics. This gap points to the
need for approaches that can leverage the
relational and structural information

inherent in user networks.

EXISTING SYSTEM
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Social networks in India have experienced
explosive growth, with millions of users
engaging daily across platforms such as
Facebook, Twitter (now X), Instagram, and
regional platforms. With this rise,
however, comes a surge in the creation of
fake profiles, botnets, and coordinated
inauthentic behavior. These malicious
entities often spread misinformation,
manipulate public opinion, and conduct
fraud, posing a threat to the digital
ecosystem and national security. Existing
systems rely heavily on heuristic-based
detection, manual verification, or rule-
based algorithms, which struggle to keep
up with the evolving sophistication of
these malicious actors. Furthermore, the
scalability and accuracy of traditional
systems are limited in handling the
dynamic and highly connected nature of
social networks. This creates a compelling
need for more intelligent, scalable, and

context-aware solutions.

DISADVANTAGES

1.Traditional Detection Methods Are
Rule-Based:

e Most existing systems rely on
heuristics or rule-based models,
which struggle to generalize across

diverse user behaviors.

e They can be easily bypassed by
slightly modifying bot behavior or

fake profiles.
2.Limited Network-Level Analysis:

e Current tools often analyze user
data in isolation rather than
considering the user's connection

graph.

o Botnets and fake profiles typically
show unusual connection patterns

that these tools fail to exploit.
PROPOSED SYSTEM

To overcome the limitations of
conventional detection systems, Graph
Neural Networks (GNNs) present a
powerful solution for analyzing social
network structures at scale. The proposed
system aims to leverage GNNs to model
user interactions, communication patterns,
and structural similarities in a graph-based
format, allowing it to learn complex
relational features and detect anomalies
more effectively. By incorporating node
and edge attributes—such as user
behavior, connectivity, and posting
frequency—the system can accurately
identify fake profiles and botnets, even
those employing sophisticated evasion
tactics. In the Indian context, where social

media is often used in multiple regional
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languages and has culturally specific
behaviors, a GNN-based approach can
adapt to diverse user communities more
effectively than rule-based systems. This
proposed model thus offers a proactive,
scalable, and intelligent approach to

safeguarding India's digital social space.

ADVANTAGES

1.Holistic Network Understanding:

e GNNs model users and their
connections, capturing the overall
structure and relational patterns of
the social network.

o Ideal for detecting bot clusters,
coordinated activity, and

suspicious group behavior.
2.Improved Detection Accuracy:

¢ GNNs traditional

models by learning deep, non-

outperform

linear  features from  graph
structures.

e This leads to lower false positives
and false negatives, crucial for

large user bases.

METHODOLOGY

The methodologyinvolves a

structuredapproach to collecting user

preferences,  processing data, and
generating a personalized travel itinerary.
The system begins with user input
collection, where users provide details
such as budget, destination preferences,
travel  duration, interests, preferred
activities, and travel style. These inputs are
The proposed methodology employs
Graph Neural Networks (GNNs) to
detect fake profiles and botnets within
Indian social networks by leveraging both
structural and behavioral characteristics of
users. The process begins with data
collection from popular platforms such as
Facebook, WhatsApp, X/Twitter, and
Instagram,  gathering  user  profiles,
friendships or follower relationships,
posts, interactions, and metadata like
timestamps and device information, while
ensuring compliance  with  privacy
guidelines. The collected data is then
modeled as a graph, where nodes
represent individual users and edges
represent interactions such as messaging,
commenting, or sharing content, with
weights capturing the frequency or
intensity of these interactions. Feature
extraction is performed at multiple levels:
node features include account age, activity
frequency, post similarity, and content
embeddings; edge  features  reflect

interaction strength and reciprocity; and
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input to a classifier to detect fake profiles

. o RESULTS:
and botnets, and community detection is
applied to identify clusters of coordinated
malicious accounts. To ensure scalability

for large and dense social graphs typical in

India, techniques such as mini-batch
training, neighbor sampling, and sparse
matrix  operations are incorporated,
enabling efficient learning and near-real-
time detection. The methodology is
evaluated on multiple Indian social media
datasets using metrics like precision,

recall, F1-score, and ROC-AUC, ensuring

robust and adaptive detection of

(e coa -8 8-  w- ieiee-.u]
anomalous accounts. =

System Model

SYSTEM ARCHITECTURE
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CONCLUSION

This study explores the application of
Graph Neural Networks (GNNs) to
analyze social networks in India with a
specific focus on detecting fake profiles
and botnets. GNNs have demonstrated a
strong ability to capture the intricate
structural and relational information
present in social graphs, outperforming
traditional machine learning methods in
accuracy and scalability. By leveraging
node embeddings, graph convolutions, and
attention mechanisms, the proposed
framework  effectively  distinguishes
between genuine users and malicious

actors such as bots and fake profiles.

Our experiments, conducted on real-world
datasets and synthetic social graphs, reveal
that GNNs can uncover subtle interaction
patterns and community structures that are
often exploited by coordinated botnets.
Furthermore,  incorporating  temporal
features and wuser metadata enhances
detection  performance. The results
underscore the significant potential of
GNN-based models in strengthening the
integrity of digital platforms in India,
especially amid rising concerns over
misinformation,  digital scams, and

electoral interference via fake accounts
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