American Journal of

N ﬁf)
=t Al Digital Transformation and Regenerative Pharmacist
Ze Stera Peer Reviewed, Referred & Indexed Journal

PUBLICATIONS SN: 3070-0418 www.zesterapublications.com Original Research Paper

ATM USING EYE CONTACT LENS (IRIS RECOGNISATION)

1.Mrs. A. Rajini Devi, 2.S. Bhavana, 3.K. Shreethisahasra, 4.S. Bhavya Sri, 5.S. Shravani
' Assisstant Professor, Department of Information Technology,
234518 Tech 2~ Year Students, Department of Information Technology,
Vignan’s Institute of Management and Technology for Women, Hyderabad, Telangana - 501301, India
avularajinidevi@gmail.com,shakaribhavana@gmail.com,kshreethisahasra@gmail.com,somabhavyasri@gmail.com
, suraboinashravani07@gmail.com.

ABSTRACT

In the present digital era, banking systems play a very important role in everyday life. Automated Teller
Machines (ATMs) are widely used for cash withdrawal, balance enquiry, fund transfer, and other banking
services. Traditional ATM systems mainly depend on ATM cards and Personal Identification Numbers
(PINs) for authentication. Although this method is simple, it suffers from many security issues such as card
loss, card theft, PIN guessing, skimming attacks, and unauthorized access. To overcome these problems,
biometric authentication systems are introduced in ATM technology. Biometrics uses unique
biological characteristics of humans for identification and verification. Among different biometric
techniques, iris (eye contact lens) recognition is considered highly secure and reliable. An ATM system
that uses eye contact lens (iris recognition) provides a multi-level security system, which ensures that
only the genuine user can access the bank account. This approach eliminates the need for carrying ATM
cards and significantly reduces fraud and identity theft.

1. INTRODUCTION:

In today’s rapidly evolving digital era, ensuring secure and reliable authentication methods has
become a critical concern in banking systems. Traditional automated teller machine (atm)
authentication techniques, such as personal identification numbers (pins) and debit cards, are
increasingly vulnerable to security threats including card skimming, phishing, and unauthorized
access.

These limitations highlight the urgent need for advanced, user- friendly, and highly secure
authentication mechanisms.Biometric authentication has emerged as a promising solution to
address these challenges by utilizing unique physiological characteristics of individuals.

Among various biometric technologies, iris recognition stands out due to its high accuracy, stability,
and resistance to forgery. The iris, a colored ring surrounding the pupil, possesses intricate patterns
that are unique to each individual and remain unchanged throughout life, making it an ideal
candidate for identity verification.

This paper proposes an innovative approach to atm security by integrating iris recognition technology
with advanced wearable devices, specifically smart contact lenses.

The concept of using eye contact lenses embedded with micro- sensors enhances the convenience
and efficiency of the authentication process, enabling seamless and contactless user verification. By
capturing and analyzing iris patterns in real time, the system ensures a higher level of security while
reducing the dependency on physical cards and memorized pins.

The proposed system aims to revolutionize conventional atm operations by providing a secure, fast,
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and user-centric authentication method. Additionally, it addresses key concerns such

as

identity theft and wunauthorized transactions, thereby improving overall trust and reliability in

banking services.

2. LITERATURE SURVEY:

The study by Smith and Rao (2022) focuses on the use of iris scanning technology integrated with
contact lenses for ATM login systems. Their methodology involves capturing iris patterns
through specially designed lenses that enable biometric authentication even in low-light
conditions. The major achievement of this system is its ability to provide enhanced security while
maintaining functionality in challenging environments. However, the approach has certain
limitations, including high implementation costs and issues related to proper lens alignment,
which may affect accuracy and user convenience.

Lee et al. (2023) proposed an improved authentication system that combines iris scanning with
an additional identification layer using smart lenses. This dual-layer verification significantly
enhances security and helps in reducing fraudulent activities. Their system demonstrates better
reliability compared to single-factor biometric methods. Despite these advantages, the system
is implement and manage in real-world scenarios..

Patel and Singh (2024) introduced an advanced Al-based iris recognition system using smart
lenses. Their approach leverages artificial intelligence to improve the speed and accuracy of iris
detection and authentication. The system enables fast and secure transactions, making it highly
suitable for modem banking applications. However, the method demands high
computational power and raises concerns regarding user privacy, as sensitive biometric data is
processed and stored.

Kumar et al. (2025) developed a smart lens system equipped with sensors for real-time iris
scanning. This system emphasizes user convenience and high security,

offering an easy-to-use interface for authentication. The integration of sensors allows continuous
and accurate monitoring of iris patterns. Nevertheless, the technology is expensive and not
widely available, limiting its adoption in large-scale applications.

3.  PROBLEM STATEMENT

In today’s digital banking environment, Automated Teller Machines (ATMs) play a vital role in
providing convenient financial services such as cash withdrawal, balance inquiry, and fund transfer.
However, most ATM systems still depend

on traditional authentication methods using ATM cards and Personal Identification Numbers (PINs).
These methods are increasingly becoming insecure due to the rise in sophisticated cyber
threats and fraudulent activities.

One of the major problem is the risk of card-related fraud, where ATM cards can be lost, stolen,
duplicated, or misused. Techniques such as skimming and cloning allow attackers to capture card
details without the user’s knowledge. Additionally, PIN-based authentication is vulnerable to
shoulder surfing, guessing attacks, and hacking, which further increases the chances of
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unauthorized access. Another issue is user inconvenience and dependency on memory, as users
must remember PINs and carry ATM cards at all times. This can lead to difficulties, especially for
elderly or less tech savvy users. Moreover, traditional systems provide only a single layer of
security, which is not sufficient in the current threat landscape. Therefore, the core problem is to
develop a robust, secure, and efficient ATM authentication system that eliminates the drawbacks of
card and PIN-based methods.

4. PROPOSED SYSTEM
The proposed system introduces a secure and advanced ATM authentication mechanism based
on iris recognition complex in design and requires sophisticated maintenance, making it
difficult to technology, replacing the traditional card and PIN-based methods. The system
captures the user’s iris image using a camera or smart contact lens and processes it through
advanced image processing techniques. The extracted iris features are then compared with stored
templates in a secure database for user verification.

Unlike conventional systems, this approach eliminates the need for physical ATM cards and
memorized PINs, thereby significantly reducing risks such as card theft, skimming, cloning, and
unauthorized access. The system ensures that only genuine users can access banking services due
to the uniqueness and stability of iris patterns.

Additionally, the proposed system is designed to be highly accurate, reliable, and efficient,
providing real-time authentication and improving the overall user experience. It also supports
secure data storage using encryption techniques, ensuring the protection of sensitive biometric
information.

5. METHODOLOGY:

Step 1: User Enrollment (Registration Phase)

The user registers by providing basic details.

The system captures the iris image using a camera or sensor. Unique iris features are extracted and
converted into a biometric template.

The template is securely stored in the database for future authentication.

Step 2: Image Acquisition

During authentication, the system captures the user’s live iris image using a webcam or embedded
camera.

Proper alignment and lighting conditions are considered to ensure clarity of the image.

Step 3: Preprocessing
The captured image undergoes preprocessing to improve quality.

Techniques used include:
Noise reduction Image normalization

Contrast enhancement
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This step removes unwanted variations and prepares the image for accurate analysis
Step 4: Feature Extraction
The system extracts unique iris patterns using image processing techniques.
These features represent distinct characteristics of the iris and are converted into a digital format.
This ensures high accuracy in identification.
Step 5: Template Matching and Authentication
The extracted features are compared with stored templates
in the database.
A matching algorithm calculates similarity between input and stored data.
If the match is successful— Access Granted If not— Access Denied
Multiple failed attempts may result in temporary blocking for security.
Step 6: Transaction Processing
After successful authentication, the user is allowed to perform ATM operations such as:
Cash withdrawal Deposit
Balance inquiry
The system processes transactions securely and updates the database in real-time.
Step 7: Response Generation
The system generates user-friendly outputs such as:
Authentication status
Transaction success/failure messages
Results are displayed on the interface for user interaction.
6. ALGORITHM:
1. Start
The system begins the authentication process and activates the iris scanning system.
2. Capture Iris Image
The camera captures the user’s eye (iris) image for identification.
3. Preprocess Image
The captured image is cleaned and enhanced by removing noise and adjusting brightness/contrast
for better clarity.
4. Extract Features
Unique patterns from the iris are identified and converted into a digital format (feature template).
5. Compare with Database
The extracted features are compared with stored iris templates in the database.
6. Access Decision
If the features match— Access Granted If not— Access Denied
7. Perform Transactions
If access is granted, the user can perform ATM operations like withdrawal or balance check.
8. End
The process completes after authentication and transaction.
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7. RESULTS:

SMART ATM SYSTEM

Registration Page:

The Registration Page represents the initial step where a new wuser enrolls into the ATM
system using iris recognition. It provides a simple interface for entering basic details such as the
username, followed by initiating the registration process. Once started, the system captures the
user’s iris image through a camera and processes it to extract unique biometric features. These
features are then converted into a secure digital template and stored in the database for future
authentication. The design ensures ease

of use, reduces user errors, and guarantees that only valid and high-quality biometric data is
recorded, forming a strong foundation for secure ATM access.

REGISTER USER

Transaction Status (Registration Successful):

This screen displays the confirmation message after successful registration, indicating that the
user’s data and iris template have been securely stored. It provides clear feedback such as
“Registration Successful,” helping users understand that the process has been completed without
errors. This improves user confidence and trust in the system, especially since sensitive
biometric data isinvolved. Additionally, navigation options like Back and
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Home allow users to move easily within the application, ensuring a smooth and user-friendly
experience.

TRANSACTION STATUS

such as balance information or confirmation of an action. It provides clear and concise output to
ensure the user understands the result without confusion. The interface emphasizes readability
and simplicity while maintaining secure communication between the system and the user.
Navigation options like Back and Home improve usability by allowing users to continue further
operations or return to the main menu, making the interaction smooth and efficient.

TRANSACTION STATUS

ATM Transaction Screen:

The ATM Transaction screen is the main interface where authenticated users perform banking
operations such as withdrawal, deposit, and balance enquiry. It allows users to input the desired
amount and choose the corresponding action, making transactions quick and efficient. The system
processes these requests securely after verifying the user’s identity through iris recognition. The
interface is designed to be simple and intuitive, enabling users to easily understand and

execute operations. Features like Exit ensure safe termination of the session, enhancing both
usability and security.
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Transaction Successful Screen:

The Transaction Successful screen confirms that a financial

operation, such as withdrawal or deposit, has been completed successfully. It displays key
details like the amount transacted and the remaining account balance, ensuring transparency and
clarity. This immediate feedback reassures users that their transaction has been securely processed.
The interface also includes navigation controls for further actions or exiting the system, enhancing
user convenience and overall experience while maintaining a high level of security and reliability.

ATM TRANSACTION

Transaction Status (General Output):

This screen displays the result of a performed transaction,

TRANSACTION STATUS
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8. CONCLUSION:

The proposed atm system using iris recognition demonstrates a significant advancement
over traditional card and pin-based authentication methods. By leveraging unique and stable iris
patterns, the system ensures highly accurate and secure user identification, effectively reducing risks
such as card theft, skimming, and unauthorized access. The integration of image processing
techniques and biometric  verification enhances the reliability and efficiency of atm
transactions while eliminating the need for physical cards and memorized passwords. This not only
strengthens security but also improves user convenience, making the system more accessible and
user-friendly for a wide range of users.

Furthermore, the project highlights the practical implementation of modern technologies
such as computer vision, machine learing, and secure database management in real-world banking
applications. Despite challenges like cost, hardware requirements, and privacy concerns,
continuous advancements in technology are expected to address these limitations. Overall, the
system presents a scalable, efficient, and future-ready solution for secure banking, emphasizing
the potential of biometric authentication to transform ATM security and provide a safer,
faster, and more reliable financial transaction experience.

9. FUTURE SCOPE:

The future scope of the proposed ATM system using iris recognition focuses on enhancing
security, usability, and system intelligence through advanced technologies. One of the major
improvements includes integrating multi-factor authentication along with iris recognition to
provide an additional layer of security against unauthorized access. The system can also be extended
with cloud-based databases to enable centralized data storage and access across multiple ATM
networks, improving scalability and efficiency. Further advancements in artificial intelligence and
machine leaming can enhance the accuracy and speed of iris recognition, enabling real-time
authentication with minimal errors. Additionally, incorporating anti-spoofing techniques such as
liveness detection can strengthen the system’s ability to distinguish between real users and
fraudulent attempts.

Another important direction for future development is improving user interaction and
accessibility. The system can be enhanced by adding multilingual support and voice- based interfaces,
making it more user-friendly for people from diverse linguistic backgrounds and for visuallyimpaired
users. Integration with mobile applications can allow users to perform pre-authentication and
manage transactions remotely, reducing waiting time at ATMs. Moreover, features like predictive
analytics and Al-based dashboards can help monitor user behavior and detect suspicious activities
in advance, improving overall system security and performance. By reducing implementation costs
and addressing privacy concerns, the system can be widely adopted in real-world banking
environments, making it a practical and next-generation solution for secure financial transactions.
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