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ABSTRACT 

With the fast evolution of social media websites, criminal behavior like drug trafficking can 

now be performed discreetly using those platforms. Manual detection of such activities 

becomes challenging owing to huge amounts of unstructured data being generated every 

single day. This research paper introduces a Drug Trafficking Detection System which 

automatically analyses tweets for detecting suspicious activities. It utilizes some simple text 

pre-processing techniques, along with keyword search and risk assessment mechanism, in 

order to analyze individual tweets. Using a specific risk score generated for each tweet, the 

tweets are categorized into three types - Low Risk, Medium Risk, and High Risk. This system 

will generate alerts for risky tweets that police can act upon immediately. The system 

minimizes human labor, increases accuracy, and makes detection quick. The system is easy to 

use, inexpensive, and scalable; therefore, it is applicable in real-life settings. Despite its 

reliance on the current model where detection is based on keywords, this system can be 

improved through time to include sophisticated machine learning models and real-time data 

analysis. All in all, this system serves as an efficient method of monitoring social media to 

fight drug abuse. 
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INTRODUCTION: 

 In recent years, the expansion of social media websites has revolutionized ways of human 

interaction, but there is one more significant aspect that must be noted, namely the 

opportunity for criminal organizations to use social networks for their purposes including 

drug trafficking. Such criminals tend to employ coded speech and indirect language, thus 

making detection through manual monitoring challenging. Given the huge amount of 

unstructured data collected each day, such processes take much time, are inefficient, and may 

cause errors. Thus, in order to provide an effective solution, this paper suggests designing a 

Drug Trafficking Detection System which will enable automated data analysis for identifying 

suspicious cases among tweet data. In particular, such an algorithm will include such stages 

as text preprocessing, keyword-based detection, and risk scoring. Depending on the obtained 
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score, tweets will be sorted according to specific criteria to low-risk, medium-risk, and high-

risk ones. High-risk tweets will then be flagged and shown to police users via a dashboard. 

The proposed system is quite easy to use, scalable, and cheap, yet there is an option to 

improve its functioning by means of advanced techniques. 

LITERATURE SURVEY: 

There have been several researches carried out on the development of techniques that can be 

used to monitor drug related activities on social media platforms. For instance, Raval and 

Patel (2021) proposed a novel technique that uses AI based monitoring system that detects 

suspicious behaviors based on texts and user interactions and provides instant alerts. However, 

it suffers from various drawbacks like false positives and privacy concerns [1]. Sridevi et al. 

(2020) have proposed a semi-supervised deep learning technique that focuses on detecting 

activities through analyzing hashtag metadata. It helps improve detection accuracy by 

identifying slang terms; however, it is constrained by data constraints and variations in 

language [2]. Robin et al. (2018) carried out interviews to investigate risks involved with law 

enforcement officers and users. However, their findings are limited due to small samples and 

self-reported behavior [3]. While these techniques have helped address various concerns 

regarding detection of drugs on social media platforms, they have several limitations. These 

include the inability to scale up, data dependency and detection accuracy. That is why the 

proposed solution takes a different path by implementing simple yet practical techniques [4]. 

System Architecture: 
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Fig.1: System Architecture 

Implementation: 

Drug trafficking detection algorithm will be developed using Python language and will have 

a web-based approach for interaction. The input data will be read from the tweet details 

stored in a CSV file. The initial process that will be performed on the data is preprocessing, 

where the data will be converted into lowercase and punctuation marks will be stripped out. . 

Drug trafficking detection algorithm will be developed using Python language and will have 

a web-based approach for interaction. The input data will be read from the tweet details 

stored in a CSV file. The initial process that will be performed on the data is preprocessing, 

where the data will be converted into lowercase and punctuation marks will be stripped out. 

Additionally, there is the inclusion of user management capabilities, where there are two 

different roles of Admin User and Police User. The admin user will be responsible for 

managing accounts and securing access to the system. On the other hand, the police user will 

be able to login to see the analysis presented in the dashboard. Threatening tweets will be 

highlighted as an alert. 

The design of the system ensures that it will be scalable, capable of processing large amounts 

of data effectively. Multiple data entries are processed at once in an orderly fashion, 

guaranteeing quick analysis and reaction times. The design of the system facilitates the 

addition of new features, including real-time data gathering and more sophisticated analysis 
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methods. Fundamental security features are included, ensuring proper protection of data and 

access control. 

Algorithms: 

Keyword-Based Text Classification: The program employs rule-based text classification for 

detecting any suspicious message. The pre-defined set of keywords that have some relation 

with drugs like drug, cocaine, weed, heroin, and crack is utilized in checking the generated 

texts. The message is made lowercase and then checked for the presence of one of the 

keywords. The message is tagged as suspicious if the check returns positive results. 

String Matching Algorithm: The string match algorithm is implemented in order to 

determine whether or not the keyword appears in the given text. The string matching 

algorithm is done by utilizing the inherent functionality of Python that searches through the 

messages iteratively. 

Risk Scoring Mechanism: The program will assign a risk factor to all detected messages 

depending on whether any suspicious keywords are found within the text. These messages are 

classified under varying degrees of risk, such as Low, Medium, and High.  

Data Filtering Algorithm: For efficient processing of large databases, the system employs a 

sequential data filtering algorithm. The filtering is done according to various attributes of 

messages, including the username, timestamp, and keywords.  

Report Generation Algorithm: The system contains a report generation component where 

all suspect messages for each individual are consolidated. Relevant information is gathered, a 

case number is assigned, and reports are generated for use by law enforcement agencies. 

 II. RESULTS 
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                                                Fig.8: Home Page of Drug Trafficking Detection System 

 

 

Fig.9: The Dashboard of the Admin  

 

 

Fig.10: The Dashboard of Police 

 

 

 Fig.12: Police Dashboard of Drug Trafficking Detection System 
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 Fig.14: Police Investigation Report Page of Drug Trafficking Detection System. 

 

CONCLUSION: 

The suggested Drug Trafficking Detection System is highly efficient in detecting suspicious 

activity from social media platforms by performing automated analysis of a large number of 

tweets. This includes the application of text preprocessing, keyword detection, and risk 

assessment in order to assess each individual tweet. The classification process categorizes 

tweets as either low risk, medium risk, and high risk. This makes it easier to comprehend any 

kind of threat. High-risk tweets are emphasized and flagged as an alert for police personnel. 

This enables prompt and informed decisions to be made. This system saves time and prevents 

mistakes that might happen with manual processes. It is relatively straightforward, 

inexpensive, and scalable to adapt to different scenarios. In addition, it features a convenient 

dashboard display for the police to monitor suspicious activity. Overall, the performance of 

the system proves to be efficient in detecting any suspicious behavior. However, this system 

is based on keyword detection which does not detect complicated patterns. Advanced 

machine learning techniques can be applied for future improvements. 

 

FUTURE SCOPE: 

There are various improvements that can be made on the proposed system such as including 

machine learning and deep learning approaches to increase the efficiency of the process. This 

system can be improved by incorporating the aspect of collecting real-time data from sources 
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such as Twitter, Instagram, and Telegram. NLP algorithms can also be included in order to 

gain an understanding of the context of the communication, the use of slang, and coded 

messages. It is also possible to incorporate more languages into the system for greater 

application. Moreover, it can also be used to detect other forms of cybercrimes such as 

human trafficking, fraud, and terrorism. In addition, improvements can be made in the form 

of user interface as well as inclusion of charts, maps, graphs, and dashboards for decision -

making by law enforcement.  
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