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ABSTRACT

The increasing sophistication and frequency of
cyberattacks have created significant challenges
for traditional cybersecurity solutions that rely on
predefined rules, static signatures, and human
intervention. Modern cyber threats such as
advanced persistent threats (APTs), zero-day
exploits, ransomware, distributed denial-of-
service (DDoS) attacks, and insider attacks
require intelligent defense mechanisms capable
of adapting to rapidly evolving attack strategies.
To address these challenges, this study proposes
a Multi-Agent Reinforcement Learning (MARL)-
Based Framework for Autonomous and Adaptive
Cyber Defense Systems, which
collaborative artificial intelligence agents to
continuously learn, detect, and respond to cyber

leverages

threats in dynamic network environments. The

proposed framework enables autonomous
decision-making and real-time threat mitigation
while minimizing dependence on manual security
operations.

The framework consists of multiple intelligent
defense agents deployed across different layers of
the network infrastructure, including endpoint
devices, edge gateways, servers, and cloud
environments. Each agent employs reinforcement
learning techniques to observe network
conditions, identify suspicious activities, and
select optimal defense actions based on
environmental feedback. Through cooperative
multi-agent learning, the system dynamically
adapts to emerging attack patterns and
coordinates defense strategies such as intrusion

detection, anomaly analysis, access control
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enforcement, traffic filtering, threat containment,
and automated
Reinforcement

incident response.
Learning (DRL)
combined with policy optimization mechanisms

Deep
models

enable agents to continuously improve their
decision-making capabilities
overall network security performance.

Experimental evaluation was conducted using

and maximize

benchmark cybersecurity datasets and simulated
attack scenarios involving malware infections,
network intrusions, DDoS attacks, and privilege
escalation attempts. The results demonstrate that
the proposed MARL-based cyber defense
framework achieves superior threat detection
accuracy, faster response times, higher attack
mitigation rates, and improved adaptability
compared with conventional security systems and
single-agent reinforcement learning approaches.
Furthermore, the framework effectively reduces
false-positive alerts and enhances resilience
against through
collaborative

previously unseen threats
continuous learning  and
intelligence. The findings indicate that multi-
agent reinforcement learning can serve as a
powerful  foundation for next-generation
autonomous cybersecurity systems capable of
providing proactive, adaptive, and scalable
defense against evolving cyber threats. The
proposed framework contributes toward the
development of intelligent cyber defense
architectures that support secure and resilient
digital infrastructures.

Keywords: Cyber Multi-Agent
Reinforcement Learning, Autonomous Security

Systems, Adaptive  Cybersecurity, Deep

Defense,
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Reinforcement Learning, Intrusion Detection,
Threat Intelligence, Network Security, Artificial
Intelligence, Cyber Threat Mitigation.
I. INTRODUCTION

Cybersecurity has become one of the most critical
challenges in the digital era due to the rapid
expansion of interconnected systems, cloud
infrastructures, Internet of Things (IoT) devices,
software-defined networks, and intelligent digital
Governments, industries, healthcare
institutions,  financial  organizations, and
educational sectors increasingly depend on
digital technologies to manage critical operations
and services. While digital transformation has
improved efficiency and connectivity, it has also
created numerous vulnerabilities that can be

services.

exploited by cyber attackers. The growing
sophistication of cyber threats, including
malware, ransomware, phishing attacks,
advanced persistent threats (APTs), distributed
denial-of-service (DDoS) attacks, insider attacks,
and zero-day vulnerabilities, has significantly
increased cybersecurity risks worldwide [1], [2].
Traditional security mechanisms that rely on
predefined signatures, static policies, and manual
intervention often struggle to cope with rapidly
evolving attack techniques and large-scale
network environments [3].

The increasing complexity of modern
cyberattacks has highlighted the limitations of
conventional cybersecurity frameworks.
Signature-based intrusion detection systems are
effective only against known threats and often fail
to identify previously unseen attacks. Similarly,
rule-based security solutions require continuous
updates and extensive human expertise to
maintain effectiveness. As cyber adversaries
adopt artificial intelligence, automation, and
sophisticated evasion techniques, defensive
mechanisms must become equally intelligent and
adaptive [4], [5]. Consequently, researchers and
cybersecurity practitioners have shifted their

Received: 23-10-2025 | Accepted: 02-11-2025 | Published: 09-11-2025 |

focus toward intelligent security architectures
capable of learning from network environments
and autonomously responding to emerging
threats.

Artificial Intelligence (Al) and Machine Learning
(ML) have gained considerable attention in
cybersecurity due to their ability to analyze large
volumes of security data, detect anomalies,
identify attack patterns, and support automated
decision-making. = Machine  learning-based
intrusion detection systems have demonstrated
improved detection capabilities compared with
traditional approaches by learning complex
behavioral characteristics from network traffic
and system logs [6]. Deep learning models such
as Convolutional Neural Networks (CNNs),
Recurrent Neural Networks (RNNs), and Long
Short-Term Memory (LSTM) networks have
further enhanced threat detection performance by
extracting high-level representations from
cybersecurity datasets. However, many existing
Al-based cybersecurity solutions operate in a
supervised learning paradigm and require large
quantities of labeled training data. Furthermore,
they often lack the capability to continuously
adapt their behavior when confronted with
previously unseen attack strategies.
Reinforcement Learning (RL) has emerged as a
promising approach for developing adaptive
cybersecurity systems capable of autonomous
decision-making. Unlike supervised learning
methods, reinforcement learning enables agents
to learn optimal actions through continuous
interaction with dynamic environments. By
receiving rewards and penalties based on the
effectiveness of their actions, RL agents can
gradually improve their defense strategies and
adapt to changing attack conditions [7]. Recent
research has demonstrated the effectiveness of
RL in applications such as intrusion detection,
malware mitigation, access control optimization,
network traffic management, and automated
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incident response. These capabilities make RL
particularly  suitable = for  cybersecurity
environments where attack patterns continuously
evolve and rapid response is essential.

Despite the advantages of reinforcement learning,
cybersecurity environments are often highly
distributed and involve multiple interacting
entities, including endpoints, servers, network
gateways, cloud services, and security
monitoring systems. A single learning agent may
not possess sufficient visibility or computational
capability to manage large-scale cyber defense
operations effectively. To address this limitation,
researchers  have  explored  Multi-Agent
Reinforcement Learning (MARL), where
multiple intelligent agents collaborate to achieve
common security objectives. In MARL
environments, individual agents observe local
network  conditions, share  information,
coordinate defense actions, and collectively
optimize overall security performance [8]. Such
collaborative intelligence enables scalable and
resilient cyber defense architectures capable of
handling complex attack scenarios across
distributed infrastructures.

The application of MARL in cybersecurity has
gained significant attention due to its ability to
support autonomous threat detection, adaptive
response generation, and coordinated defense
mechanisms. Multiple agents can be deployed
across different layers of a network infrastructure
to monitor traffic, detect anomalies, isolate
compromised nodes, enforce security policies,
and mitigate attacks in real time. Through
continuous learning and cooperation, these agents
can dynamically adapt to new attack vectors and
improve defense effectiveness without requiring
constant human intervention [9]. Furthermore,
MARL-based systems can optimize resource
allocation, reduce response delays, minimize
false-positive alerts, and enhance overall cyber
resilience.

Received: 23-10-2025 | Accepted: 02-11-2025 | Published: 09-11-2025 |

Another important advantage of MARL-based
cyber defense systems is their capability to
operate effectively in uncertain and adversarial
environments. Cyber attackers frequently modify
their tactics, techniques, and procedures to evade
detection and Dbypass security controls.
Traditional static defense mechanisms often fail
to respond adequately to such evolving threats. In
contrast,  reinforcement learning  agents
continuously update their policies based on
feedback, allowing them to
discover new defense strategies and adapt to
previously unseen attack patterns [10]. This self-
learning capability is essential for developing

environmental

autonomous cybersecurity systems capable of
protecting modern digital infrastructures against
sophisticated and persistent threats.

Motivated by these challenges and opportunities,
this study proposes “Multi-Agent Reinforcement
Learning for Autonomous and Adaptive Cyber
Defense Systems.” The proposed framework
integrates multiple intelligent defense agents,

deep reinforcement learning techniques,
collaborative decision-making mechanisms, and
automated response strategies to provide

proactive cybersecurity protection. By enabling
autonomous learning and coordinated threat
mitigation, the framework aims to improve threat
detection accuracy, response efficiency, attack
containment effectiveness, and overall network
resilience. The proposed approach contributes
toward the development of next-generation cyber
defense architectures capable of addressing the
growing complexity of modern cybersecurity
threats while reducing dependence on manual
security operations.
II. LITERATURE SURVEY

The application of artificial intelligence in
cybersecurity has gained substantial attention due
to the increasing complexity and sophistication of
modern cyber threats. Among various Al
techniques, reinforcement learning (RL) and
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multi-agent reinforcement learning (MARL)
have emerged as promising approaches for
developing autonomous cyber defense systems
capable of adaptive learning, intelligent decision-
making, and real-time threat mitigation.
Researchers have investigated the effectiveness
of RL-based frameworks in intrusion detection,
malware analysis, attack mitigation, access
control, and network defense, demonstrating
significant improvements over traditional static
security mechanisms.

Sutton and Barto (2018) established the
theoretical foundations of reinforcement learning
by introducing learning agents capable of
optimizing decisions through interactions with
dynamic environments [11]. Their work provided
the basis for applying RL techniques to
cybersecurity problems where adaptive decision-
making is essential. Building upon these
principles, Nguyen and Reddi (2023) conducted
a comprehensive survey on deep reinforcement
learning for cybersecurity and demonstrated that
RL-based security offer superior
adaptability and resilience against evolving cyber

solutions

threats compared with conventional detection
methods [12]. They emphasized the effectiveness
of RL in detection,
classification, and automated incident response.

Adawadkar and Kulkarni (2022) reviewed the
application of reinforcement learning across

intrusion malware

multiple cybersecurity domains, including
intrusion detection systems, intrusion prevention
systems, identity management, and loT security
[13]. Their findings highlighted the ability of RL
algorithms to continuously learn from changing
attack patterns and improve security performance
through adaptive defense strategies. Similarly,
Islam, Rahman, and Hasan (2022) investigated
the broader role of artificial intelligence in
cybersecurity and concluded that machine
learning and reinforcement learning techniques

Received: 23-10-2025 | Accepted: 02-11-2025 | Published: 09-11-2025 |

significantly enhance threat detection accuracy
and automated response capabilities [14].

Zhang, Yang, and Basar (2021) presented a
comprehensive  overview of Multi-Agent
Reinforcement Learning (MARL) theories and
algorithms, providing insights into cooperative
and competitive learning environments [15].
Their work demonstrated how multiple
intelligent agents can coordinate actions, share
knowledge, and optimize collective objectives,
making MARL highly suitable for distributed
cybersecurity infrastructures. Chen and Ran
(2019) further explored the integration of deep
learning and edge intelligence in autonomous
decision-making systems, emphasizing the
scalability and adaptability of intelligent learning
architectures in dynamic environments [16].
Finistrella, Mariani, and Zambonelli (2024)
MARL approaches for
cybersecurity  applications and classified
reinforcement learning techniques according to
network configurations and defense objectives.

analyzed various

Their study highlighted the growing importance
of cooperative multi-agent systems in intrusion
detection, attack mitigation, and software-defined
network protection [17]. Recent research has
shown that MARL enables distributed agents to
collaboratively identify malicious activities,
isolate compromised nodes, and optimize defense
actions in real time, thereby improving network-
wide security performance.

Ning and Xie (2024) conducted a detailed survey
of MARL methodologies
identifying key challenges such as scalability,

coordination, convergence, and computational

and applications,

complexity [18]. Their work demonstrated that
MARL provides effective solutions for complex
decision-making environments where multiple
autonomous entities interact continuously.
Likewise, Liu et al. (2024) reviewed recent
advancements in multi-agent reinforcement
learning algorithms and reported significant
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improvements in learning efficiency,
coordination mechanisms, and adaptive behavior
across distributed intelligent systems [19].

Recent studies by Finistrella, Mariani, and
Zambonelli (2025) further highlighted the role of
MARL in next-generation cyber defense
architectures. Their survey demonstrated that
multi-agent  systems  provide  enhanced
scalability, faster response times, and greater
resilience against sophisticated attacks such as
advanced persistent threats, distributed denial-of-

service attacks, and zero-day exploits. The

authors also identified future research
opportunities involving adversarial learning,
autonomous  cyber-defense  agents, and

collaborative threat intelligence sharing.

Overall, the literature indicates that MARL-based
cybersecurity frameworks offer significant
advantages in terms of adaptability, scalability,
autonomous learning, and coordinated threat
mitigation. While existing research demonstrates
promising results, challenges related to training
complexity, reward optimization, adversarial
robustness, and real-world deployment remain
open research issues. These limitations motivate
the development of the proposed Multi-Agent
Reinforcement  Learning Framework  for
Autonomous and Adaptive Cyber Defense
Systems, which aims to provide intelligent,
collaborative, and self-learning cyber protection
against evolving security threats.

II. PROPOSED METHODOLOGY

The proposed Multi-Agent Reinforcement
Learning for Autonomous and Adaptive Cyber
Defense Systems (MARL-ACDS) framework is
designed to provide intelligent, self-learning, and
collaborative cybersecurity protection against
evolving cyber threats. The framework integrates
distributed monitoring agents, reinforcement
learning-based decision-making mechanisms,
threat intelligence modules, and automated
response systems to create a proactive cyber

Received: 23-10-2025 | Accepted: 02-11-2025 | Published: 09-11-2025 |

Unlike
security solutions that rely on predefined rules
and static signatures, the proposed framework
continuously learns from network behavior and
dynamically adapts its defense strategies based
on environmental feedback and attack

defense architecture. conventional

characteristics.

The architecture consists of multiple intelligent
agents deployed across different layers of the
network infrastructure, including endpoints,
routers, switches, servers, cloud environments,
and security gateways. Each agent continuously
monitors local network activities and collects
information related to network traffic, user
behavior, system logs, access requests, process
execution patterns, and security events. These
observations are transmitted to local learning
modules where feature extraction and behavioral
analysis are performed. The decentralized nature
of the architecture enables comprehensive
visibility across the entire network while
reducing single points of failure and improving
scalability.

At the core of the framework lies the Multi-Agent
Reinforcement where

Learning  Engine,

autonomous agents learn optimal defense
strategies through continuous interaction with the
cyber environment. Each agent operates within a
reinforcement learning paradigm consisting of
states, actions, rewards, and policies. The state
space represents current network conditions,
detected anomalies, threat levels, and system
health indicators. Based on the observed state,
agents select actions such as traffic filtering,
access restriction, process isolation, firewall rule
modification, malware quarantine, or alert
generation. After executing an action, agents
reflect the
effectiveness of their decisions in mitigating

threats and maintaining network

receive reward signals that

security.
Through repeated interactions, agents gradually
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learn policies that maximize cumulative security
rewards while minimizing system vulnerabilities.
To improve coordination and collective
intelligence, the framework incorporates a
Collaborative Knowledge Sharing Module. This
module enables agents to exchange threat
intelligence, attack signatures, anomaly patterns,
and learned policies with neighboring agents.
Cooperative learning enhances the system’s
ability to identify distributed attacks, lateral
movement attempts, botnet activities, and
advanced persistent threats. Shared knowledge
allows agents to adapt more rapidly to emerging
attack strategies and improve overall defense
effectiveness across the network infrastructure.
The framework further integrates a Threat
Analysis and Prediction Layer powered by deep
reinforcement learning algorithms. Deep Q-
Networks (DQN), Proximal Policy Optimization
(PPO), and Actor-Critic architectures are
employed to model complex attack-defense
interactions and predict potential security
incidents before they occur. This predictive
capability enables proactive defense actions,
reducing response times and limiting the impact
of cyberattacks. The threat analysis module
continuously updates its models using real-time
network observations and feedback obtained
from defense outcomes.

An Automated Incident Response System is
incorporated to execute defense actions without
human intervention whenever critical threats are
detected. Based on recommendations generated
by reinforcement learning agents, the response
engine can isolate compromised devices, block
malicious IP addresses, revoke unauthorized
access privileges, update firewall configurations,
and initiate recovery procedures. Automated
response significantly reduces the time required
to contain cyber incidents and enhances overall
network resilience.

Received: 23-10-2025 | Accepted: 02-11-2025 | Published: 09-11-2025 |

To evaluate system performance, several metrics
are considered, including threat detection
accuracy, attack mitigation rate, false positive
rate, response latency, learning convergence
speed, and network resilience score. Continuous
policy optimization ensures that the system
remains effective against evolving cyber threats
and changing network conditions. Through the
combination of distributed intelligence, adaptive
learning, and autonomous response mechanisms,
the proposed MARL-ACDS framework provides
a scalable and intelligent solution for next-
generation cyber defense systems.
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Fig 1 : System Architecture

IV.  RESULTS AND DISCUSSIONS
RESULTS

The proposed Multi-Agent Reinforcement
Learning for Autonomous and Adaptive Cyber
Defense Systems (MARL-ACDS) framework
was evaluated using simulated enterprise network
environments and benchmark cybersecurity
datasets containing malware attacks, intrusion
attempts, DDoS traffic, privilege escalation
attacks, and advanced persistent threat (APT)
scenarios. The performance of the proposed
framework was compared with Signature-Based
Intrusion Detection Systems (SB-IDS), Machine
Learning-Based Security Systems (MLSS), and
Single-Agent Reinforcement Learning Models
(SARL). Evaluation metrics included threat
detection accuracy, attack mitigation rate,
response latency, false positive rate, and network

2025, Vol 1 Issue 4 | 179



‘ @ International Journal of
%

Al ELECTRICAL CIVIL AND MECHANICAL ENGINEERING
Ze Stera Peer Reviewed, Referred & Indexed Journal

PUBLICATIONS ISSN: 3070-0434 www.zesterapublications.com Original Research Paper
resilience score. Experimental results indicate MLSS 87.5 156
that the proposed MARL-based framework SARL 92.8 98
significantly enhances cyber  defense Proposed 97.9 42
effectiveness through collaborative learning, MARL-
adaptive threat response, and autonomous ACDS

decision-making. The cooperative interaction

among multiple reinforcement learning agents Response Latency Comparison
enables faster threat identification, improved .

210 ms

attack containment, and higher resilience against
evolving cyber threats.
Table 1. Threat Detection Accuracy
Comparison

g

7
=

Response Latency (ms)

100

Method Detection Accuracy

(%) ’
SB-IDS 85.6 0 :
MLSS 90 8 . Proposed MARL-ACDS
SARL 94.1 Figure 2 shows the response latency comparison
Proposed MARL- 984 among cybersecurity frameworks. The proposed
ACDS MARL-ACDS system achieves the lowest

response delay due to decentralized decision-

Threat Detection A Ci i . .
i e iy g making and automated defense execution.

o 94.1% T Table 3. False Positive Rate and Network
g w Resilience Score
; 8 Method False Network
j b Positive Resilience
5 :5 Rate (%)  Score (%)
SB-IDS 11.8 81.4
I - R ey MLSS 8.2 87.6
o T e SARL 5.4 92.8
Figure 1 illustrates the threat detection accuracy Proposed 2.1 98.2
achieved by various cybersecurity approaches. MARL-
The proposed MARL-ACDS framework ACDS

demonstrates superior detection capability
through collaborative reinforcement learning
and intelligent anomaly identification.
Table 2. Attack Mitigation Rate and Response

Latency
Method Attack Response
Mitigation Latency
Rate (%) (ms)
SB-IDS 80.3 210
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Network Resilience Comparison
100 98.2%

= 92.8%

9 87.6%

81.4%

Network Resilience Score (%)
=
<

SB-IDS MLSS SARL
Methods

Proposed MARL-ACDS

Figure 3 presents the network resilience
achieved by different cyber defense approaches.
The proposed MARL-ACDS framework
demonstrates superior resilience through
adaptive learning, cooperative defense
strategies, and intelligent threat mitigation.

DISCUSSIONS

The experimental results demonstrate that the
proposed MARL-ACDS framework significantly
improves cybersecurity performance across all
evaluation metrics. The threat detection accuracy
reached 98.4%,
signature-based

outperforming  traditional
systems and single-agent
learning models. The collaborative behavior of
multiple reinforcement learning agents enabled
the system to detect both known and previously
unseen attacks with high precision. Continuous
learning optimization further

enhanced the framework’s capability to adapt to

and policy

evolving threat environments.

The proposed framework also achieved an attack
mitigation rate of 97.9% while reducing response
latency to only 42 ms. These improvements are
attributed to decentralized decision-making and
automated response mechanisms that allow
agents to act immediately upon detecting
malicious activities. The ability of agents to share
threat intelligence and coordinate defensive
actions resulted in faster containment of cyber
incidents and minimized attack propagation
across the network infrastructure.

Received: 23-10-2025 | Accepted: 02-11-2025 | Published: 09-11-2025 |

Furthermore, the framework reduced the false
positive rate to 2.1% and achieved a network
resilience score of 98.2%, indicating strong
robustness against sophisticated cyber threats.
The integration of deep reinforcement learning
with  multi-agent
situational awareness and enabled proactive
defense strategies. These findings confirm that
MARL-based cyber defense architectures
provide an effective foundation for next-

cooperation  improved

generation autonomous cybersecurity systems
capable of delivering intelligent, adaptive, and
scalable protection in complex digital
environments.

V. CONCLUSION

This research presented a Multi-Agent
Reinforcement Learning for Autonomous and
Adaptive Cyber Defense Systems (MARL-
ACDS) framework designed to address the
growing complexity of modern cybersecurity
threats. The proposed architecture integrates
distributed intelligent agents, deep reinforcement
learning techniques, collaborative knowledge
sharing mechanisms, and automated incident
response capabilities to create a self-learning
cyber defense environment. By enabling agents
to continuously interact with the network
environment and learn optimal defense strategies,
the framework overcomes many limitations
associated with traditional
signature-based security systems. The integration

rule-based and

of cooperative multi-agent learning allows the
system to adapt dynamically to evolving attack
patterns while maintaining effective protection
across distributed network infrastructures.

The experimental results demonstrated that the
proposed MARL-ACDS framework significantly
enhances cybersecurity performance in terms of
threat detection accuracy, attack mitigation
capability, response and network
resilience. The framework achieved a threat
detection accuracy of 98.4%, an attack mitigation

latency,
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rate of 97.9%, and a network resilience score of
98.2%, outperforming conventional intrusion
detection systems, machine learning-based
approaches, and single-agent reinforcement
learning models. Furthermore, the collaborative
behavior of multiple agents enabled rapid threat
identification and coordinated defense actions,
resulting in faster containment of cyberattacks
and a substantial reduction in false positive alerts.
These outcomes validate the effectiveness of
multi-agent reinforcement learning as a powerful
approach for intelligent and autonomous cyber
defense.

The proposed framework contributes to the
advancement of next-generation cybersecurity
systems capable of providing proactive, adaptive,
and scalable protection in highly dynamic digital
environments. As cyber threats continue to
evolve in sophistication and frequency,
autonomous defense mechanisms will become
increasingly important for securing critical
infrastructures, cloud platforms, industrial
control systems, and loT ecosystems. Future
research may focus on integrating federated
reinforcement learning, adversarial
blockchain-enabled

sharing,

learning

threat
artificial
intelligence, and digital twin-based cyber range
further system
robustness and decision transparency. Overall,
the MARL-ACDS framework represents a
promising foundation for developing resilient and

techniques,
intelligence explainable

environments  to enhance

intelligent cybersecurity solutions capable of
defending against emerging cyber threats with
minimal human intervention.
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