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ABSTRACT

Ransomware attacks have emerged as a significant cybersecurity threat, causing severe data loss and financial damage to
individuals and organizations. Traditional signature-based detection methods often fail to identify new or evolving
ransomware variants, making behavior-based monitoring an effective alternative. This study proposes a ransomware
detection approach based on analyzing processor usage and disk activity patterns. By continuously monitoring system-
level metrics such as CPU utilization, read/write operations, disk 1/O rates, and process behavior, the system identifies
abnormal resource consumption that typically occurs during encryption processes. Machine learning algorithms are
applied to classify normal and malicious activities using extracted performance features. The proposed model aims to
provide early-stage detection with minimal system overhead, enabling faster response and mitigation. Experimental
results demonstrate that processor and disk usage data can serve as reliable indicators for identifying ransomware
behavior, improving detection accuracy while reducing false positives. This approach contributes to proactive

cybersecurity defense by enabling real-time monitoring and intelligent threat analysis.

I INTRODUCTION Modern ransomware typically exhibits abnormal system

behavior, especially during the encryption phase, where
Ransomware has become one of the most dangerous intensive processor usage and high disk read/write
forms of cyberattacks in recent years, targeting operations occur. Monitoring these hardware-level
individuals, businesses, and critical infrastructures. performance indicators provides an opportunity to
These attacks encrypt users’ files or lock system access, detect malicious activities at an early stage. Unlike
demanding a ransom payment in exchange for recovery. conventional detection methods that rely on predefined
With the rapid growth of digital data and internet- malware signatures, behavior-based approaches analyze
connected devices, ransomware attacks have evolved to patterns in CPU utilization, disk 1/0 activity, and
become more sophisticated, making traditional process execution to identify suspicious operations in
signature-based antivirus systems less effective against real time.

new and unknown variants.
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This project focuses on developing an intelligent
ransomware detection system that uses processor and
disk usage data as primary indicators. By collecting
system performance metrics and applying machine
learning techniques, the proposed approach aims to
distinguish between normal system workloads and
ransomware-related activities. The objective is to
provide a lightweight, real-time detection mechanism
that improves system security, reduces response time,
and minimizes potential data loss. Such a solution can
strengthen  proactive cybersecurity defenses by

identifying threats before significant damage occurs.
Il RELATED WORK

Ransomware detection has been widely studied in the
field of cybersecurity, with researchers proposing
various approaches ranging from traditional signature-
based systems to advanced behavior and machine
learning—based techniques. Early studies primarily
focused on static analysis methods, where malware
samples were examined using predefined signatures and
code patterns. Although these methods achieved good
results for known threats, they struggled to detect zero-

day ransomware and rapidly evolving variants.

To overcome these limitations, several researchers
introduced dynamic analysis techniques that monitor
system behavior during execution. Studies have shown
that  ransomware  exhibits  unique  runtime
characteristics, such as sudden spikes in CPU
utilization, abnormal disk read/write operations, and
frequent file access patterns during the encryption
process. Researchers developed monitoring frameworks
that collect system-level metrics, enabling early
detection based on performance anomalies rather than

malware signatures.
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Machine learning and deep learning models have also
been widely explored for ransomware detection.
Algorithms such as Support Vector Machines (SVM),
Random Forest, and Neural Networks have been used to
classify system activities into normal or malicious
categories using features derived from processor usage,
memory consumption, and disk I/O statistics. Some
studies integrated real-time monitoring tools with
predictive models to improve detection accuracy while

minimizing false positives.

Recent research emphasizes lightweight and resource-
efficient detection mechanisms that can operate
continuously without affecting system performance. By
focusing on processor and disk usage data, researchers
aim to design efficient behavioral detection systems that
identify ransomware attacks at an early stage, reducing
data loss and improving response time. These
advancements provide a strong foundation for
developing intelligent ransomware detection systems
based on hardware resource monitoring and machine

learning techniques.

11l LITERATURE REVIEW

Ransomware detection has attracted significant
attention from researchers due to the rapid increase in
cyber threats targeting sensitive data and critical
systems. Early research mainly focused on signature-
based detection techniques, where antivirus systems
compared files against known malware databases.
While effective for previously identified threats, these
methods showed limited capability in detecting new or
polymorphic ransomware variants. This limitation
encouraged researchers to explore behavior-based
detection approaches that monitor system activities

instead of relying solely on static signatures.
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Several studies investigated dynamic analysis methods
that observe system performance metrics such as CPU
utilization, disk read/write operations, and file system
behavior. Researchers found that ransomware typically
generates abnormal spikes in processor usage and disk
activity during file encryption processes. By analyzing
these patterns, detection systems were able to identify
malicious behavior at an early stage. Some works
proposed rule-based anomaly detection models, which
monitored thresholds in disk 1/O rates and process

execution patterns to flag suspicious activities.

With the advancement of artificial intelligence, machine
learning techniques have become a popular solution for
ransomware detection. Algorithms such as Decision
Trees, Random Forest, Support Vector Machines, and
Deep Neural Networks have been used to classify
system behavior based on extracted features from
processor and disk usage data. Studies reported that
combining multiple system metrics improved detection
accuracy and reduced false alarms compared to single-
feature approaches. Researchers also emphasized the
importance of real-time monitoring frameworks that
continuously collect performance data without affecting
system efficiency.

Recent literature highlights the development of
lightweight and scalable ransomware detection systems
that can operate in real-world environments. These
systems focus on early detection by analyzing
hardware-level  performance indicators, allowing
organizations to respond quickly before significant data
loss occurs. The findings from previous research
demonstrate that processor and disk usage patterns are
reliable indicators of ransomware activity, providing a
strong foundation for designing intelligent and

proactive cybersecurity solutions.

IV EXISTING SYSTEM
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The existing ransomware detection systems mainly rely
on traditional signature-based antivirus techniques and
static malware analysis. In signature-based detection,
antivirus software compares files with a database of
known malware signatures. If a match is found, the file
is classified as malicious. While this method is effective
for detecting previously known ransomware, it fails to
identify new or unknown variants that do not match

existing signatures.

Another approach used in existing systems is dynamic
analysis, where system activities such as file
modifications, process execution, and memory usage
are monitored during runtime. However, many of these
monitoring systems require heavy resource usage and
may slow down system performance. Additionally,
attackers frequently modify ransomware behavior to

bypass these detection mechanisms.

Because ransomware continuously evolves, traditional
detection systems struggle to provide early detection
and often identify attacks only after files have already
been encrypted. These limitations highlight the need for
a more behavior-based and intelligent detection
approach that can identify ransomware activities at an
earlier stage.

DISADVANTAGES

Traditional ransomware detection systems mainly
depend on signature-based antivirus methods, which
identify malware by comparing files with known
malware signatures stored in a database. These methods
are effective only for previously identified threats and
often fail to detect new or modified ransomware
variants. Many existing approaches also require
continuous monitoring of system files and processes,

which can consume significant system resources and
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reduce system performance. Additionally, detection in
such systems often occurs after the ransomware has

already started encrypting files, leading to potential data

loss and delayed response to the attack.

V PROPOSED SYSTEM

The proposed system introduces a behaviour-based
ransomware detection approach that analysis processor
usage and disk activity patterns to identify abnormal
system behaviour. Instead of relying only on known
malware signatures, the system continuously monitors
system performance metrics such as CPU utilization,
disk read/write operations, file access frequency, and

process execution patterns.

These system metrics are collected in real time and
processed to extract meaningful features that represent
normal and malicious activities. Machine learning
algorithms are then applied to classify the collected
data into benign (normal) behaviour or ransomware
activity. By analyzing abnormal spikes in processor
usage and disk I/O operations, the system can detect
ransomware attacks during the early stages of file

encryption.

The trained model is integrated into a monitoring
framework that continuously evaluates system
behavior. When suspicious patterns are detected, the
system generates alerts and can trigger preventive
actions such as stopping malicious processes. This
approach improves detection accuracy, reduces false
positives, and provides faster response against

ransomware attacks.
ADVANTAGES

The proposed system wuses a behavior-based
ransomware detection approach that monitors system
performance indicators such as processor usage and

disk activity patterns. By analyzing abnormal spikes in
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CPU utilization and disk read/write operations, the
system can identify ransomware behavior at an early
stage before major damage occurs. Machine learning
algorithms are used to classify system activities as
normal or malicious, which improves detection
accuracy and reduces false positives. This approach
does not rely only on predefined malware signatures,
making it capable of detecting unknown or new
ransomware variants while maintaining low system

overhead and efficient real-time monitoring.

VI METHODOLOGY

The proposed methodology focuses on detecting
ransomware attacks by analyzing system performance
metrics, particularly processor usage and disk activity
patterns. The system begins with a data collection
phase, where real-time system statistics such as CPU
utilization, disk read/write speed, file access frequency,
and process execution details are continuously
monitored. These metrics are gathered using system
monitoring tools and stored in a structured dataset for
further analysis. Both normal system behavior and
ransomware execution data are included to create a

balanced dataset for model training.

In the data preprocessing stage, the collected raw data
is cleaned and normalized to remove noise, missing
values, and irrelevant attributes. Feature engineering
techniques are applied to extract meaningful indicators
such as average CPU load, disk 1/0O spikes, and sudden
changes in file modification rates. These features help
distinguish between legitimate system activities and
abnormal  patterns commonly associated  with

ransomware encryption processes.

The next phase involves model development using
machine learning algorithms. Classification models
such as Random Forest, Support Vector Machine, or

Decision Tree are trained on the processed dataset to
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learn behavioral differences between normal and
malicious activities. The dataset is divided into training
and testing sets to evaluate model performance.
Performance metrics such as accuracy, precision, recall,
and F1-score are used to measure the effectiveness of
the detection system.

Finally, in the real-time detection phase, the trained
model is integrated into a monitoring framework that
continuously analyzes incoming processor and disk
usage data. When the system detects unusual resource
consumption patterns that match ransomware behavior,
it generates alerts or triggers preventive actions such as
stopping suspicious processes. This methodology
enables early detection with minimal system overhead,
providing a proactive and efficient approach to

ransomware defense.
VII SYSTEM MODEL

SYSTEM ARCHITECTURE

System Architecture for Detection of Ransomware Attacks
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VIII RESULT AND DISCUSSIONS

Ransom attackers will evade antivirus and then enter
into victim system to execute malicious script which
will encrypt and make entire system data unusable and
to decrypt files back they will ask ransom from the
victim and world has loss billions of dollars in ransom
since the birth of internet network. Many existing
techniques are available such as SYSTEM PROCESS
MONITORING to identify and prevention of malicious
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script execution but this monitoring will impact system

performance.

Another technique is to monitor files which are getting
deleted or created to know malicious file but this
technique also impact system performance and

detection accuracy also not good enough.

To overcome from above issue author of this paper
employing VMWARE on host system which will read
Hardware Performance Counters (HPC) and 10
EVENTS data and then applying this data on machine
learning models to predict whether executing script is
normal (benign) or Ransomware. Extracting HPC and
IOEVENTS features using VMware will not affect
system performance and machine learning models also
able to predict Ransomware with more than 90%

accuracy.

In propose paper author has experimented with various
machine learning algorithms such as SVM, KNN,
Decision Tree, Random Forest and XGBOOST and then
employed two deep learning models called DNN and
LSTM. In all algorithms Random Forest, XGBOOST is
giving accuracy.

To train all algorithms author has publish HPC and
IOEVENTS from different programs such as 7ZIP, AES
and many more and this dataset can be downloaded

from below link
HPC dataset

https://dataverse.harvard.edu/dataset.xhtml?persistentid
=d0i:10.7910/DVN/MA5UPP

IOEVENTS dataset

https://dataverse.harvard.edu/dataset.xhtml?persistentld
=doi:10.7910/DVN/GHJFUT

We have integrated both dataset and below screen

showing combined dataset details


https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/GHJFUT
https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/GHJFUT
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In above dataset screen first row represents dataset
column names and remaining rows contains HPC and
IOEVENTS features and in last column we have class
label as 0 or 1 where O represents Benign program and 1
represents Ransomware program. So by using above
dataset we are training and testing all algorithms

performance.
Extension Concept

In propose work author has used all traditional

algorithms but not used any advance features
optimization algorithms so as extension we have
experimented with CNN2D (2D convolution neural
networks) which will optimized dataset features in
multiple layers which help in getting relevant data for

training and can improve detection accuracy.
Screen Shots

We have coded this project using JUPYTER notebook
and below are the code and output screens with blue

colour comments

=m0
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In above screen loading all packages and classes

< oEN

In above screen defining class to normalize features and

then loading and displaying dataset values

e

—— e — .

In above screen we are plotting graph of benign and
Ransomware dataset size where x-axis represents class

label and y-axis represents count

. —— e

0 . emm
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In above screen performing dataset pre-processing such
as normalizing and shuffling and then displaying

processed values
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In above screen splitting dataset into train and test In above screen KNN got 97% accuracy
where application using 80% dataset for training and S S . omm
20% for testing and then defined function to calculate ? . Z ‘

accuracy and other metrics

— - - . « ES

In above screen decision tree got 93% accuracy
In above screen training SVM algorithm on 80% i -
training data and then performing prediction on 20%
test data and then calculating accuracy and other
metrics. In above screen SVM got 88% accuracy and
can see other metrics also and in confusion matrix graph
x-axis represents Predicted Labels and y-axis represents
True Labels where yellow and green boxes contains
correct prediction count and blue boxes represents

incorrect prediction count. In above screen Random Forest got 98% accuracy
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In above screen XGBOOST also got 98% accuracy

In above screen training DNN algorithm and below is
the DNN output

——— = -

In above screen DNN got 88%accuracy

1 e
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In above screen training LSTM algorithm and after

executing above block will get below output

- TR

—— — »

In above screen LSTM got 93% accuracy

——— »

In above screen defining extension CNN2D algorithm

and after executing this block will get below output
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In above screen extension CNN2d got 98.83% accuracy

©

and in all algorithms extension CNN got high accuracy

—_——— . - "Em

In above graph x-axis represents algorithm names and
y-axis represents accuracy and other metrics in different
colour bars and in all algorithms Extension CNN got
high accuracy

——— b . s—

In above screen displaying all algorithms performance

in tabular format

www.zesterapublications.com
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In above screen reading test data and then using
extension CNN algorithm object performing prediction
on test data and then in output before arrow symbol ==»
we can see Test data values and after arrow symbol we

can see predicted values as ‘Ransomware or Benign’.

IX CONCLUSION

Ransomware attacks continue to pose serious risks to
modern computer systems, demanding advanced and
proactive detection techniques. This project presented a
behavior-based ransomware detection approach that
analyzes processor utilization and disk activity patterns
to identify abnormal system behavior. By integrating
data preprocessing, feature extraction, and machine
learning algorithms, the proposed system effectively
distinguishes between normal operations and malicious

encryption activities.

The results demonstrate that monitoring hardware-level
performance metrics provides an efficient and
lightweight method for early ransomware detection
without relying solely on traditional signature-based
techniques. The use of classification models improves
detection accuracy while reducing false positives,
enabling faster response and mitigation strategies.
Overall, this approach enhances cybersecurity by
offering real-time monitoring and intelligent threat

analysis.

Future improvements may include integrating additional

system metrics such as memory usage and network
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