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ABSTRACT 

A real-time online examination system with proctoring 

revolutionizes secure remote assessments by delivering 

questions instantly via Web Sockets, ensuring 

synchronized timers and answersubmissions across global 

participants. It integrates live webcam monitoring, driven 

facial recognition, and gaze tracking to detect anomalies 

like multiple faces or screen distractions, while browser 

locking prevents tab-switching. Administrators access real-

time dashboards for progressanalytics and instant alerts. 

Built on Node.js, React, and Socket.io, with TensorFlow.js 

for on-device, the system supports randomized question 
banks to curb cheating. This project showcasesfull-stack 

expertise for IT students, though it demands attention to 

GDPR privacy and low-latencystreaming challenges. 

Deployable on AWS or Heroku, it boosts employability in 

edtech.  
 

1. INTRODUCTION: 
 

The development of remote learning has been facilitated 

by covid-19. Despite the closure of schools and 

institutions, students continued their education using 

programmes like microsoft teams. Exams have not yet 

found a solution, though. While some have just scrapped 

them outright, some have turned them to an assignment 

form that students may copy and paste from the internet. 

There must be a solution if the way we live is to become 

the new standard. Students may take examinations from 

home with a proctor watching them the entire time, 

according to etc, which administers the toefl and gre 

among other tests.  

Due to the needed manpower, implementing this plan on a 

big scale won't be feasible. The scope of today’s 

educational institutions is substantially expanded via 

online courses. Exams are an important part of any 

curriculum, and online learning programmes are no 

exception. There is a chance of cheating in each exam, 

therefore detecting and preventing it is crucial. Our system 

keeps an eye on some indicators in the test taker’s room, as 

well as a camera and a microphone. The camera is either 

the webcam on the laptop or a smartphone camera. 

Because the microphone is embedded into the laptop, no 

additional hardware is necessary on the part of the student 

to allow the exam to take place. The use of online 

proctoring is generally regarded positively by students. 

Students are generally positively disposed of online 
proctoring 

 

2. LITERATURESURVEY: 

Several research works have been carried out in the field 

of online examination systems with proctoring. According 

to IJCRT (2022), an online exam proctoring system using 

virtual monitoring tools was developed to detect 

suspicious activities such as tab switching, unusual noise, 

and other irregular behaviors during remote examinations. 

This system improves monitoring efficiency, but it 

requires a stable internet connection and may sometimes 

generate false alerts. 

Furthermore, Exam Line (2026) presented a comparison 

between AI-based monitoring and live proctoring systems 

for online exams. The study highlights that a hybrid 

approach combining both AI and human monitoring 

provides better effectiveness and reliability. However, the 

accuracy of such systems depends on proper 

configuration and system setup. 

 

2. PROBLEM STATEMENT 
Conducting examinations in a traditional classroom setting 

often faces challenges such as logistical constraints, high 

administrative costs, and limited accessibility for students 

in remote areas. With the growing demand for online 
education, institutions struggle to ensure fairness and 

integrity during remote assessments. Issues like 

impersonation, cheating, and lack of real time monitoring 

reduce the credibility of online exams. Existing systems 

may provide basic test delivery but fail to integrate strong 

proctoring mechanisms that can detect and prevent 

malpractice effectively. Therefore, there is a need for a 

Real-Time Online Examination System with Proctoring 

that combines secure exam delivery with live monitoring 

tools, ensuring transparency, reliability, and 

trustworthiness in the evaluation process. 
 

3. PROPOSED SYSTEM 

 

The Proposed Real-Time Online Examination System with 

Proctoring is designed to overcome the limitations of 

existing platforms by integrating advanced monitoring and 

security features. It provides a controlled environment 

where students can take exams remotely while being 

continuously supervised through webcam, microphone, 

and screen activity tracking. Algorithms are incorporated 

to detect suspicious behavior, ensuring fairness and 

transparency. The system supports multiple exam 

formats—objective, descriptive, and practical—and offers 
instant evaluation with automated result generation. It is 

scalable to handle large numbers of candidates 

mailto:1sandhya.samskruti@gmail.com,
mailto:3sirisillahaasya@gmail.com,
mailto:4chetanavunnam@gmail.com,


2026, Vol 2 Issue 2 | 204 

International Journal of 

                 AI ELECTRICAL CIVIL AND MECHANICAL ENGINEERING 
Peer Reviewed, Referred & Indexed Journal 

                                            ISSN: 3070-0434                                   www.zesterapublications.com                                        Original Research Paper 

Received: 19-03-2026 | Accepted: 22-04-2026 | Published: 29-04-2026  

simultaneously and integrates seamlessly with institutional 

databases for scheduling, reporting, and record 

management. With a user-friendly interface, strong data 

security, and real-time proctoring, the proposed system 

ensures credibility, reliability, and efficiency in online 

examinations. 

4. METHODOLOGY: 

The proposed Online examination system with proctoring. 

a. Data Collection 

User data such as student details, login credentials, and 

exam responses are collected through the web interface. 

b. Data Monitoring 

The system continuously monitors student activity during 

the exam using proctoring techniques like webcam access 

and screen tracking 

c. Data Processing and Analysis 

The system processes exam responses and analyzes user 

behavior to detect any suspicious actions. 

d. Decision Making (Automation) 

Based on the analysis, the system automatically evaluates 

answers and flags any malpractice activities. 

e. Control and Notification System 

Admins receive alerts if any suspicious behavior is 

detected. Results are generated and displayed to students 

after completion of the exam. 

6.  ALGORITHM: 

1. Start 

2. User Login Authentication 

3. Load Exam Details 

4. Start Exam Timer 

5. CaptureStudentActivity 

(Webcam/Screen) 

6. Display Questions 

7. Record Answer 

8. Monitor Behavior 

• If suspicious activity detected -> Generate aler 

9. Submit Exam 

10.  Evaluate Answers 

11. Generate Results 

12. Store Data 

13. End 

 

 

 

 

7.  RESULTS: 

 
 

The Online Examination System with Proctoring is an 

advanced web-based platform designed to modernize the 

traditional examination process. It enables institutions to 

conduct exams remotely while ensuring fairness, 

accuracy, and security. With the increasing need for 

digital solutions in education, this system provides a 

reliable way to manage exams without physical presence. 

The integration of automated proctoring features such as 

webcam monitoring andactivity tracking helps in 

maintaining discipline during exams 
 

 
 

The login module is responsible for authenticating users 

before granting access to the system. Users are required to 

enter their registered email and password, which are validated 

against stored database records. This module ensures data 

privacy and security by preventing unauthorized access. It 

also supports role-based access control, meaning different 

users such as students and administrators have access to 

different functionalities. Error handling mechanisms are 
included to manage incorrect login attempts and provide 

appropriate feedback to users. 
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The primary objective of this system is to create a secure and 

efficient environment for conducting online examinations. It 

focuses on reducing malpractice by implementing monitoring 

techniques such as webcam surveillance and tab-switch 

detection. Another important objective is to simplify exam 

management by allowing administrators to schedule exams, 

manage users, and analyze results from a single platform. The 

system also aims to provide a smooth user experience for 

students by offering an easy-to-use interface, quick 

navigation, and immediate result generation. 

 
8.   CONCLUSION: 

 

The powered Online Exam Proctoring System 

revolutionizes traditional assessments by integrating 

automated invigilation, intelligent access control, and 

realtime malpractice detection. Leveraging Computer 

Vision creates a secure, transparent, and efficient 

examination environment, drastically minimizing human 
involvement. Through driven proctoring, the system 

actively detects suspicious behaviours such as tab-

switching, mobile phone usage, multiple individuals in the 

camera frame, and students looking away from the screen. 

These activities trigger an automated warning mechanism, 

and repeated violations result in the exam being forcibly 

submitted— ensuring strict adherence to exam protocols 

and preserving the exam’s integrity. Beyond proctoring, the 

system simplifies the exam creation and management 

process. 

 

Examiners can use AI to generate questions, options, and 

correct answers, significantly reducing the time and effort 

needed for manual preparation. The Manage Access feature 

ensures only authorized students can access the exam, 

while unauthorized users see no exam details—reinforcing 

the system’s security. The proctoring solution further 

strengthens authentication by requiring continuous webcam 

visibility. COCO-SSD, an object detection model, 

identifies unauthorized materials like mobile phones, while 

face detection confirms the presence of the registered 

student 

9.   FUTURE SCOPE: 

In future versions of the system, more secure and reliable 

authentication methods will be introduced to prevent 

impersonation and ensure the right candidate appears for 

the exam. This includes implementing multi-factor 

authentication combining face recognition with one-time 
passwords (OTP). These measures aim to make the login 

process more robust and ensure continuous identity 

verification throughout the entire exam session.  

 

The system will be enhanced with more intelligent AI 

models that can understand and react to complex human 

behavior during exams. Future improvements will focus on 

detecting subtle activities such as whispering, reading from 

unauthorized materials, or unnatural head movements. 

Facial expression analysis and posture detection will be 

used to recognize suspicious behavior with greater 

accuracy. The goal is to build a smarter monitoring system 

that can analyze behavior patterns in real time and take 

appropriate actions automatically A detailed post-exam 

analytics module will be added to help examiners review 

both the exam performance and the proctoring data. 

 
 This will include visual dashboards showing each 

student's score, time spent on each question, question wise 

accuracy, and section-wise analysis. In addition, the 

system will generate reports on student behavior during the 

exam—such as the number of warnings received, how 

often they looked away, and overall focus levels. These 

analytics will help identify trends, provide feedback to 

students, and support decision-making for future 

assessments To make the system suitable for large-scale 

use across institutions, it will be moved to a cloud based 

infrastructure. This will allow the platform to handle 

thousands of students at the same time without delays or 

failures. Cloud storage will also be used to keep video 

recordings, warning logs, and results securely. The system 

will be designed to scale automatically based on demand, 

making it reliable and responsive even during peak exam 

times. 
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