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Abstract

The Security Guard Robot project focuses on the design and development of an
autonomous robotic system for monitoring and protecting residential, industrial,
commercial, and restricted areas. The robot is designed to reduce the dependency on
continuous human surveillance and provide an efficient solution for security
monitoring.

The proposed robot consists of components such as a microcontroller, motors, motor
driver, camera, ultrasonic sensors, motion sensors, buzzer, and wireless
communication module. The sensors are used to detect obstacles, movement, and
unusual activities within the monitored area. The camera can capture live or recorded
video for visual monitoring and identification of potential security threats.

The robot is designed to move through predefined areas and continuously monitor its
surroundings. When suspicious movement or an unexpected obstacle is detected, the
system can generate an alert through a buzzer, mobile application, or wireless
communication system. Remote monitoring can also allow users to observe the
surroundings and control the robot when required.

The system combines robotics, embedded systems, sensors, automation, and wireless
communication to provide a flexible security solution. Obstacle detection and
automatic navigation help the robot move safely while monitoring the designated
environment.

Overall, the Security Guard Robot provides an automated approach to surveillance
and security monitoring. The system can be further enhanced by integrating facial
recognition, night vision, GPS tracking, IoT connectivity, artificial intelligence, voice
communication, and advanced threat detection to improve its reliability and security
capabilities.

I. Introduction

A Security Guard Robot is an automated robotic system designed to monitor and
protect a specific area with minimal human intervention. With the increasing need for
security in residential buildings, offices, industries, warehouses, educational
institutions, and restricted areas, automated surveillance systems can provide
continuous monitoring and quick detection of unusual activities.

The security guard robot uses a combination of sensors, cameras, motors, a
microcontroller, and wireless communication technology to perform surveillance
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tasks. Sensors such as ultrasonic and motion sensors help the robot detect obstacles
and movement in its surroundings. A camera can be used to capture images or video
and provide visual information about the monitored area.

The robot can be programmed to move through a predefined path or patrol area while
continuously monitoring its surroundings. When an unexpected movement or
suspicious activity is detected, the system can generate an alert using a buzzer, mobile
application, or wireless communication system. This allows the security personnel or
owner to take appropriate action quickly.

The use of robotic surveillance can reduce the need for continuous manual monitoring
and help improve the efficiency of security operations. The robot can also operate for
extended periods and perform repetitive monitoring tasks without fatigue.

In this project, the Security Guard Robot is developed by integrating hardware and
software components to achieve automatic movement, obstacle detection, surveillance,
and alert generation. The system is designed to provide a simple, cost-effective, and
flexible security solution.

Overall, the project demonstrates the application of robotics, embedded systems,
sensors, automation, and wireless communication for security purposes. The system
can be further enhanced with artificial intelligence, facial recognition, night vision,
GPS tracking, IoT connectivity, and real-time remote monitoring to provide more
advanced security capabilities.

II. Literature Survey

Research on security guard robots has grown with advances in mobile robotics,
computer vision, sensors, and wireless communication. Early work focused on using
mobile robots as alternatives or complements to conventional CCTV-based
surveillance. For example, the RoboGuard system demonstrated a mobile security
robot capable of providing video streams through wireless networks while performing
semi-autonomous security tasks.

Di Paola and colleagues developed an autonomous mobile robotic system for indoor
surveillance that combined mapping, localization, navigation, and surveillance
functions. The system used multiple sensors and a camera to detect people and objects,
demonstrating the potential of mobile robots for monitoring large indoor
environments such as buildings and public facilities.

Research has also investigated the integration of wireless sensor networks with
autonomous robots. A mobile intruder-detection system using Zigbee sensor nodes
was developed to detect abnormal activities and guide an autonomous robot toward
the detected location. The robot could then transmit images to remote users, allowing
security personnel to assess the situation in real time.

Later studies introduced IoT and computer vision into surveillance robots. Research

on a Raspberry Pi-based surveillance robot combined a camera, PIR sensor, [oT
connectivity, and face-recognition technology to detect potential intruders and
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transmit live information to a control system. Such approaches demonstrate how
intelligent processing can improve automated security monitoring.

Recent research has focused on autonomous indoor security robots using artificial
intelligence. CNN-based systems have been developed for motion detection, object
tracking, face detection, and recognition, together with navigation and obstacle
avoidance. These technologies allow robots to distinguish people and objects and
perform more intelligent surveillance tasks than basic sensor-based systems.

Research has also highlighted the importance of robot navigation and sensor
reliability. Autonomous mobile robots depend on sensors such as ultrasonic or
distance sensors to detect obstacles and make movement decisions. Studies have
shown that unreliable or manipulated sensor values can affect robot behavior, making
safety, sensor validation, and cybersecurity important considerations in autonomous
surveillance robots.

Recent work on IoT-enabled mobile security robots has further demonstrated the
combination of mobile navigation, cameras, sensors, and remote monitoring. A 2024
study proposed a mobile robot for home security that integrates IoT, sensors, and
surveillance cameras for early intrusion detection and instant user warnings.

Based on the existing literature, the proposed Security Guard Robot project focuses
on developing a mobile robotic system capable of automatic movement, obstacle
detection, surveillance, and security-alert generation. The system can integrate sensors,
a camera, microcontroller, motor driver, wireless communication, and optional IoT
functionality. Future improvements can include facial recognition, Al-based intruder
detection, night vision, GPS tracking, real-time video streaming, and autonomous
navigation to make the system more intelligent, reliable, and suitable for practical
security applications.

II1. System Analysis

System analysis is an important stage in the development of the Security Guard Robot
project. The system is designed to provide automated surveillance and monitoring of a
specified area. Important requirements such as movement, obstacle detection, security
monitoring, alert generation, and remote communication are considered. A
microcontroller is used as the main control unit for coordinating the different
hardware components. Sensors are used to detect obstacles and movement in the
robot's surroundings. A camera is integrated to capture images or video for
surveillance purposes. Motors and a motor driver are used to control the movement of
the robot. A wireless communication module can transmit alerts and monitoring
information to a remote user. When suspicious movement is detected, the system can
generate an alert through a buzzer or connected application. The robot can follow a
predefined path or move autonomously while monitoring the surroundings. The
system is designed to operate continuously with minimum human intervention.
Overall, the system analysis helps define the hardware, software, and functional
requirements needed to develop an effective security guard robot.

Existing System
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In the existing system, security monitoring is commonly performed using human
security guards, CCTV cameras, and basic alarm systems. Security guards need to
continuously observe the monitored area and respond when suspicious activity occurs.
CCTYV cameras provide visual surveillance but generally require a person to monitor
the video footage. Fixed cameras may also have limited coverage because they cannot
physically move to different locations. Conventional alarm systems can notify users
when an intrusion is detected, but they may provide limited information about the
actual situation. Manual security monitoring can become difficult in large buildings,
warehouses, industries, and restricted areas. Continuous human monitoring can also
be affected by fatigue and limited attention. Installing many fixed cameras to cover
large areas can increase infrastructure and maintenance costs. Traditional systems
may not automatically approach or inspect a detected event. Therefore, integrating
mobility, sensors, cameras, and automated alerts can provide a more flexible security
solution.

Disadvantages of Existing System

e Requires continuous human monitoring.

e Security personnel may experience fatigue.

e Fixed CCTV cameras have limited coverage.

e Large areas require multiple cameras.

o Installation and maintenance costs can be high.

e Basic alarms provide limited information.

e Cannot physically move toward detected activity.

e Limited automatic decision-making.

o Continuous surveillance can require additional manpower.

Proposed System

The proposed system focuses on developing a mobile Security Guard Robot capable
of performing automated surveillance with minimum human intervention. The robot
uses a microcontroller as the central control unit for managing sensors, motors,
camera, communication, and alert functions. Ultrasonic or distance sensors are used to
detect obstacles and help the robot navigate safely. A motion sensor can detect
movement within the monitored environment. A camera is integrated to capture live
images or video for visual surveillance. Motors and a motor driver provide controlled
movement of the robot in different directions. Wireless communication allows the
system to send security alerts and monitoring information to a remote user. When
unexpected movement is detected, the robot can generate an alarm and capture
relevant visual information. The robot can patrol a predefined area or move according
to programmed navigation instructions. Obstacle detection helps prevent collisions
while the robot is moving. The system can be enhanced with IoT and artificial
intelligence features for advanced monitoring and recognition. Overall, the proposed
system provides a flexible, automated, and cost-effective approach to security
surveillance.

Advantages of Proposed System

e Provides automated security monitoring.
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e Reduces continuous dependence on human guards.
e Supports mobile surveillance.

e Provides obstacle detection.

o Enables real-time camera monitoring.

e Generates alerts when movement is detected.

e Supports wireless communication.

e Can cover multiple locations.

e Reduces repetitive monitoring tasks.

e Provides a flexible and scalable security solution.

IV. Methodology

The methodology begins by identifying the security requirements and monitoring area
for the robot. Suitable hardware components such as a microcontroller, motors, motor
driver, sensors, camera, buzzer, and wireless communication module are selected. The
robot chassis is designed to support the electronic and mechanical components
securely. The sensors are positioned appropriately to detect obstacles and movement
in the surrounding environment. Motors and the motor driver are connected to the
microcontroller to control forward, backward, left, and right movements. The camera
is integrated to capture images or video of the monitored area. The control program is
developed to process sensor inputs and make movement and surveillance decisions.
Obstacle detection logic is implemented to help the robot avoid collisions during
movement. Motion detection is used to identify unexpected activity and activate the
required alert mechanism. Wireless communication is configured to send notifications
or monitoring information to a remote user. The complete system is tested under
different movement, obstacle, and security conditions.

System Architecture

SYSTEM ARCHITECTURE - SECURITY GUARD ROBOT
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The system architecture represents the complete workflow of the Security Guard
Robot from sensing to monitoring and alert generation. The process begins with the
monitored environment, where sensors and the camera collect information about the
surroundings. The ultrasonic or distance sensors provide obstacle information to the
microcontroller. The motion sensor detects movement or activity within the
surveillance area. The camera captures images or video for visual monitoring and
event verification. The microcontroller acts as the central processing unit and receives
information from all connected sensors. Based on the sensor information, the
controller sends commands to the motor driver for controlling the robot's movement.
The motor driver operates the motors to move the robot through the designated area.
When suspicious movement is detected, the controller activates the buzzer or other
local alert mechanism. The wireless communication module sends notifications,
images, or status information to a remote monitoring device when supported. The user
can monitor the robot and respond to alerts through the connected interface. The
system can also include IoT or Al modules for advanced detection, recognition, and
remote monitoring. The complete architecture provides an automated cycle of sensing,
processing, movement, surveillance, communication, and security response.

V. Result and Output

1. HARDWARE IMPLEMENTATION 2. FUNCTIONAL RESULTS
- ts U
b Function Tost Performed Expocted Output Actual Output Status
+ Microcontroler - Arckano UNO
+ Urasonic Senser (HC-SRO&) Obstacte Datection Ouject placed in Robot should stop Robot stopped and Q PASS
front (20-100 cm) or take tum 1ok right tum
+ PR Motion Sensar
+ Camera (ESP32-CAM) e
Motion Detection Human mavement Motion should be Mation detected © rass
+ Mator Driver L2988 in range detected by PIR sensor
+ DC Matoes (80}
SR - Uve video Live video should Live video © rPass
streaming ba visible recewed
+ Wi-Fi Module (ESPE266)
. N 2 N
Batiery (12V) Alart System Motion sted Buzzer ON and Buzzer ON and o PASS
alert sent alert sent 10 mobile
» Chassis Worrwdess Send status 10 Status should be Status receved Q PASS
+ Wheels Communication mobile recaved (Connected)
Move Forward, Robot should move Robot moved .
" 55
Robot Movement | ot Right. Back in given direction * Grections @ rass

Received: 24-07-2026 | Accepted: 30-08-2026 | Published: 05-09-2026 2026, Vol 2 Issue 3 | 540



8
International Journal of
W_\

Al ELECTRICAL CIVIL AND MECHANICAL ENGINEERING
Ze Stera Peer Reviewed, Referred & Indexed Journal

PUBLICATIONS ISSN: 3070-0434 www.zesterapublications.com Original Research Paper

STREAM

2074-05 20 15:3

4. MOBILE ALERT NOTIFICATION

Security Robot now

e
ALERT!

a Motion Detected tha "
Time: 15:30:45 . ‘

Security Robot

a
“ ALERT!
Obstacle Detected

Time: 156:31:02

5. ROBOT MOVEMENT TEST OUTPUT

6. SENSOR OUTPUT (SERIAL MONITOR)

ye— System Ready...
Distance: 65 cm Motion: No Motion Path: Clear
Distance: 28 om Motion: No Motion Path: Clear
Distance: 18 om Motion: No Motion Path: Obstacle!

Distance: 22 om Motion: Motion Detected Path: Clear
“s4 ALERT: Motion Detected ¢+«

Buzzer ON

Image Captured & Sent

REVERSE Alert Sent to Mobile

Distance: 70 omn Motion: No Motion Path: Clear

fode v SR IR LR R e O
FORWARD RioHT TumN

7. RERFORMANCE RESULTS
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9. FINAL OUTPUT
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VI. Conclusion

The Security Guard Robot project successfully demonstrates the development of an
automated robotic system for security surveillance and monitoring. The robot
integrates a microcontroller, sensors, camera, motors, motor driver, buzzer, and
wireless communication module to perform different security functions.

The system is capable of obstacle detection, motion detection, automatic movement,
video surveillance, and alert generation. The sensors help the robot identify obstacles
and movement in its surroundings, while the camera provides visual monitoring of the
secured area.

The robot can move in different directions and can be programmed to patrol a
predefined area. When suspicious movement is detected, the system can activate an
alert and send information to a remote user through wireless communication. This
reduces the need for continuous manual monitoring and improves the efficiency of
security operations.

Overall, the project demonstrates that a Security Guard Robot can provide an
effective, flexible, and automated solution for surveillance applications. The system
can be further enhanced by integrating artificial intelligence, facial recognition, night
vision, GPS tracking, IoT connectivity, voice communication, and advanced
autonomous navigation to improve security, accuracy, and reliability.
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