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ABSTRACT

Cloud computing has revolutionized data storage and
computational processes, but it still faces challenges in secure
task scheduling and data integrity. Existing approaches, as
discussed in the base paper, suffer from issues such as inefficient
scheduling algorithms, high computational overhead, and
vulnerabilities in data security. To address these limitations, we
propose an improved blockchain-integrated task scheduling
system that ensures tamper-proof data recording, enhanced
verification mechanisms, and automated document
validation. Our approach leverages smart contracts to securely
store task submissions on the blockchain, providing transparency
and immutability. By integrating blockchain verification, we
eliminate unauthorized modifications and enhance trust in the
scheduling process. Additionally, our system automates task
validation and document conversion, reducing manual
overhead. When an admin verifies a task, the associated
document is automatically converted into a PDF, updating the
task status while maintaining a decentralized and auditable
record. Compared to existing methods, our system offers greater
security, improved efficiency, and seamless task traceability.
Through this novel blockchain-based framework, we successfully
mitigate the drawbacks highlighted in the base paper, enhancing
the security and reliability of task scheduling in cloud

environments.
INTRODUCTION
Background and Motivation

Cloud computing has become an essential technology for
handling large-scale data storage, computation, and service
provisioning. It provides organizations and users with scalable,
cost-effective, and on-demand access to computational resources.
However, with the increasing adoption of cloud-based services,
several challenges have emerged, particularly in task scheduling,
security, and data integrity. The dynamic nature of cloud
environments, coupled with the need for efficient task execution,

necessitates the development of robust scheduling mechanisms.
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The base paper highlights several task scheduling approaches but
also identifies key limitations in security, efficiency, and trust
management. Traditional scheduling algorithms often fail to
provide reliable verification mechanisms, making them
vulnerable to tampering, unauthorized access, and inefficient
resource allocation. Additionally, the lack of transparency in
task scheduling and execution has led to issues such as data
manipulation, unauthorized modifications, and inefficient

tracking.

To overcome these challenges, we introduce a blockchain-based
task scheduling system that leverages the immutability,
transparency, and decentralized nature of blockchain
technology. This approach ensures tamper-proof task
submissions, enhances trust through blockchain verification
mechanisms, and automates document validation through smart
contract integration. By addressing the weaknesses of the
existing methodologies, our proposed system provides a more
secure and efficient solution for task scheduling in cloud

environments.
Challenges in Traditional Task Scheduling

Task scheduling in cloud computing refers to the process of
assigning computational tasks to available resources based on
specific constraints such as time, cost, energy efficiency, and
security. Several scheduling techniques, including heuristic-
based, genetic algorithms, and swarm intelligence, have been
developed to optimize task execution. However, these approaches
suffer from inherent security vulnerabilities and inefficiencies,

as outlined below:

1. Lack of Data Integrity: Traditional scheduling
models store task data in centralized databases,
making them susceptible to unauthorized
modifications and data breaches. If a malicious
actor gains access to the system, they can alter or
delete task records, compromising the reliability of

scheduling.

2.  Absence of Transparent Verification: Task

completion and validation mechanisms often lack
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transparency, making it difficult for stakeholders to
verify whether a task has been executed correctly

or manipulated.

3. Security Threats in Cloud Environments: The
transmission of sensitive task-related data over cloud
networks exposes it to cyber threats, including
unauthorized access, man-in-the-middle attacks,

and data leaks.

4. Inefficient Tracking and Auditing: Current task
scheduling systems do not provide an immutable and
auditable record of task execution, leading to trust

issues and accountability concerns.

5. Manual Task Verification Overhead: In many cloud
environments, task validation is a manual process
that requires administrative intervention, increasing

the risk of human errors and delays.

The limitations of these traditional approaches necessitate the
integration of a trustless and verifiable system that can securely
store, track, and validate task execution. Blockchain technology
provides a decentralized and tamper-proof alternative that

effectively addresses these issues.
The Role of Blockchain in Task Scheduling

Blockchain technology is a decentralized, distributed ledger
that records transactions in an immutable and transparent manner.
It eliminates the need for intermediaries and ensures data
integrity by storing information across multiple nodes in a
network. The key features of blockchain that enhance task

scheduling include:

1.  Immutability: Once a transaction is recorded on the
blockchain, it cannot be altered or deleted, ensuring

the integrity of task submissions.

2. Transparency: All blockchain transactions are
publicly accessible (or permissioned in private
blockchains), allowing verifiable and auditable task

execution.

3.  Smart Contracts: These self-executing contracts
automate task validation and eliminate the need for
manual verification, reducing administrative

overhead.

4. Decentralization: By removing central authorities,
blockchain prevents unauthorized modifications

and data breaches, ensuring secure task execution.
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5. Trust and Security: Blockchain employs
cryptographic hashing and consensus mechanisms,
making it highly resistant to fraud and unauthorized

alterations.

Our approach leverages blockchain technology to securely
store task data, verify task execution through blockchain
transactions, and automate document validation using smart
contracts. This ensures end-to-end security, transparency, and

reliability in cloud task scheduling.
Proposed Blockchain-Based Task Scheduling System

The proposed system introduces a novel blockchain-integrated
task scheduling framework that overcomes the limitations of

traditional models. It consists of the following key components:

1. Task Submission and Storage:

O  Users submit tasks (Word documents) to

the system.

O The task details, including user ID,
document metadata, and timestamp, are
recorded in both the Django database and

blockchain.

O  Blockchain ensures that task records are

tamper-proof and permanently stored.

2. Blockchain Transaction Verification:

O  Each task submission generates a unique
blockchain

(blockchain_tx).

transaction ID

O The transaction is stored on the
blockchain, ensuring that task records

remain immutable.

O Users and admins can verify task

authenticity using blockchain explorers.

3. Automated Task Validation and Document

Conversion:

O  When an admin clicks the "Verify"

button, the system:

" Fetches  the blockchain
transaction to validate task

authenticity.
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"  Converts the uploaded Word
document to a PDF using

automated conversion tools.

" Updates the task status to
"Completed", allowing users
to  download the final

document.

4.  User and Admin Interfaces:

O  Users can submit tasks and download

completed PDFs.

O  Admins can verify transactions, process
tasks, and ensure authenticity through

blockchain validation.

Key Advantages of Our Approach

Our blockchain-integrated task scheduling system provides

several advantages over traditional scheduling models:

1. Enhanced Security and Integrity:

O  Blockchain ensures tamper-proof task
records, eliminating the risk of

unauthorized data modifications.

2. Automated and Efficient Verification:

O  Smart contracts automate task validation,
reducing the need for manual

administrative oversight.

3. Transparent and Auditable Transactions:

O  Every task submission and verification
step is recorded on the blockchain,
allowing stakeholders to audit and verify

transactions.

4.  Seamless Document Processing:

O  The system automatically converts Word
documents to PDFs once verified,
streamlining workflow and improving

efficiency.

5. User-Friendly Task Tracking and Downloading:

Received: 13-02-2026 | Accepted: 21-03-2026 | Published: 27-03-2026

O  Users can track the status of their tasks
and download completed documents

without additional requests.
6.  Decentralized Trust Model:

O By leveraging blockchain, the system
removes the need for central trust
authorities, ensuring a trustless and

reliable task scheduling mechanism.

Conclusion

This work introduces a secure, transparent, and efficient task
scheduling system that integrates blockchain verification and
automated document processing. By leveraging smart
contracts and decentralized storage, our approach addresses
the shortcomings of existing scheduling models and enhances
trust, security, and usability. Compared to the base paper, our
solution provides greater transparency, automated task
validation, and seamless task tracking, making it a superior

alternative for secure cloud-based task scheduling.

This research lays the foundation for future improvements in
decentralized cloud task management, where blockchain

revolutionizes trust and efficiency in scheduling mechanisms.
LITERATURE SURVEY

Cloud task scheduling is a crucial component in distributed
computing, ensuring efficient allocation of resources while
maintaining  security, cost efficiency, and performance
optimization. Various approaches have been explored in the
literature to address the challenges in scheduling, including
heuristic methods, evolutionary algorithms, and blockchain-
based security enhancements. However, these methods have
limitations in terms of security, transparency, and verifiability,
which we aim to overcome in our proposed blockchain-integrated
task scheduling system. This section reviews existing approaches,
their limitations, and how our proposed solution improves upon

them.
Traditional Task Scheduling Approaches

Task scheduling in cloud environments has traditionally relied on
heuristic and metaheuristic optimization techniques. These
methods aim to balance resource allocation, execution time, and
cost-effectiveness. However, they often fall short in providing

security, transparency, and immutability.

Heuristic-Based Scheduling
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Heuristic algorithms are widely used in task scheduling due to
their ability to find near-optimal solutions efficiently. Common

heuristics include:

®  First Come First Serve (FCFS): Tasks are executed
in the order of arrival. It is simple but does not
consider task priority or resource availability, leading

to inefficient utilization.

®  Round Robin (RR): Tasks are assigned to available
resources in a cyclic manner, ensuring fairness but

often causing delays in high-priority tasks.

®  Min-Min and Max-Min: These approaches select
tasks based on their execution time, aiming to
optimize overall completion time. However, they
suffer from high scheduling costs and inefficiency in

dynamic environments.
Limitations of Heuristic Approaches:

Lack of security mechanisms to prevent unauthorized task
modifications.

No transparency or auditability in task execution records.
Inefficient in dynamic cloud environments where task

requirements frequently change.
Metaheuristic and Evolutionary Scheduling

To improve upon heuristic scheduling, metaheuristic techniques
such as Genetic Algorithms (GA), Particle Swarm
Optimization (PSO), and Ant Colony Optimization (ACO)

have been applied in cloud task scheduling.

®  Genetic Algorithm (GA): Inspired by natural
selection, GA optimizes task scheduling by evolving
solutions through selection, crossover, and mutation.
While effective, GA requires high computation

time.

(] Particle Swarm Optimization (PSO): Based on
swarm intelligence, PSO optimizes scheduling by
improving resource allocation. However, PSO

struggles with local optima issues.

e Ant Colony Optimization (ACO): Mimics the
foraging behavior of ants to optimize task distribution.
ACO provides good load balancing but is slow in

large-scale scheduling.

Limitations of Metaheuristic Approaches:

Received: 13-02-2026 | Accepted: 21-03-2026 | Published: 27-03-2026

High computational complexity leads to increased execution
time.

No built-in security mechanisms to protect task data.
Lack of verifiable and immutable task records, making

auditing difficult.

Our approach integrates blockchain technology to provide
secure, tamper-proof task records, ensuring transparent and

efficient scheduling.
Blockchain-Based Scheduling and Security Mechanisms

Blockchain has been explored as a security-enhancing technology
in cloud task scheduling due to its decentralized, immutable,
and trustless nature. Several studies have proposed integrating
blockchain with scheduling, focusing primarily on security and

trust management.
Blockchain for Secure Task Scheduling

Recent studies have highlighted the role of blockchain in

improving data integrity and trust in cloud computing:

e F. Zhang et al. (2019) - Trusted Routing Scheme
Using Blockchain:

O  Proposed a routing scheme where
blockchain records route information to

detect malicious nodes.

O  While improving security, this method
introduced high overhead in transaction

processing.

®  Wei She (2019) - Blockchain Trust Model (BTM)

for Malicious Node Detection:

O Introduced a trust model based on
blockchain for detecting malicious nodes

in wireless sensor networks.

O  The method showed high accuracy but
relied on voting mechanisms prone to

false positives.

®  Xiaolong Xu et al. (2021) - PBFT Consensus for
Cloud Task Scheduling:

O  Applied Practical Byzantine Fault
Tolerance (PBFT) to improve trust and

consensus in cloud scheduling.
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O  While securing transactions, PBFT suffers

from higher computational costs.
Limitations of Blockchain-Based Approaches:

High processing overhead due to complex consensus
mechanisms.

Many approaches focus only on security but do not integrate
task automation or verification.
Lack of seamless user interaction for task submission and

document processing.

Our solution overcomes these issues by:
« Using lightweight smart contracts to store task
submissions  without  high  computational  overhead.
&/ Providing automatic task verification and document
conversion, reducing manual effort.
& Ensuring task immutability and trust using blockchain-

stored transactions.
Comparative Analysis of Existing and Proposed Approaches

The table below compares traditional scheduling, blockchain-
based scheduling, and our proposed blockchain-integrated task

scheduling system in terms of security, efficiency, and usability.

Blockchain-
Traditional Our Proposed
Feature Based
Scheduling System
Scheduling
Low (Data High High
stored (Immutable  (Blockchain +
Security
centrally, risk blockchain ~ Smart
of tampering)  storage) Contracts)
Partial
Automated
Task (Limited to
Manual through smart
Verification blockchain
contracts
logs)
High High (Secure
Moderate (No (Tamper- and

Data Integrity

immutability) proof immutable

transactions) records)

Yes (Users &

Moderate
admins
User-Friendly (Mainly
Limited interact  via
Interface admin-
Django-based
focused)

18)))
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Blockchain-
Traditional Our Proposed
Feature Based
Scheduling System
Scheduling
Moderate High (Real-
Low (No (Limited time task
Transparency . .
public logs) blockchain  tracking &
logs) verification)
Yes
Task (Blockchain
Processing No Partial verification +
Automation PDF

conversion)

Our approach not only ensures security and immutability but
also provides automated verification, document processing,
and enhanced transparency, making it superior to both

traditional and blockchain-based scheduling models.
How Our Approach Overcomes the Limitations

By analyzing the limitations of existing scheduling techniques,
we have designed an improved blockchain-integrated task

scheduling framework with the following key improvements:

1.  Immutability & Security:

O Unlike traditional scheduling models, task
data and verification records are stored
on the blockchain, preventing tampering

and unauthorized modifications.
2. Automated Verification:

O  Instead of relying on manual verification,
smart contracts automatically validate
whether a task's blockchain transaction

ID exists, reducing human error.
3.  Efficient Task Processing:

O  When an admin verifies a task, the
system automatically converts the Word
document into a PDF, updates the task

status, and enables user downloads.
4.  Seamless User Interaction:

O Our system provides an easy-to-use web
interface where users can upload, track,

and download documents, enhancing
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usability  compared to traditional

blockchain-based scheduling.

Conclusion

This literature survey analyzed various task scheduling
techniques and their security implications, highlighting the
gaps in efficiency, transparency, and automation. While
traditional scheduling techniques suffer from security
vulnerabilities, blockchain-based approaches often introduce

high processing overhead without full automation.

Our proposed system addresses these challenges by integrating
blockchain verification, automated task processing, and user-
friendly tracking, enhancing security, efficiency, and usability

in cloud task scheduling.

This research sets the foundation for trustless, efficient, and
secure task execution, eliminating the risks of tampering and

inefficiency faced in existing methodologies.
SYSTEM ANALYSIS

EXISTING SYSTEM VS. PROPOSED SYSTEM IN
BLOCKCHAIN-BASED TASK SCHEDULING

Introduction

In recent years, cloud-based task scheduling has been widely used
for handling various computational workloads. However, security
concerns, centralized control, and inefficient resource
management pose significant challenges. The existing systems
primarily rely on centralized task management and cloud
infrastructure, making them vulnerable to security breaches and
tampering. This document presents a comparison between the
existing system and our proposed blockchain-integrated

system using Django and Ganache for secure task scheduling.
Existing System
Overview

The traditional cloud task scheduling system follows a centralized
architecture where all tasks are handled by a central cloud service

provider. The major components include:

(] User Interface: Users submit tasks via a web

application.

®  Cloud Computing Resources: The system schedules

tasks on virtual machines (VMs) or dedicated servers.

Received: 13-02-2026 | Accepted: 21-03-2026 | Published: 27-03-2026

® Task Scheduling Algorithm: Various scheduling
strategies (e.g., FCFS, Round Robin, ACO) are used.

®  Centralized Database: All transaction and task logs

are stored in a single database.

Limitations

Despite its advantages, the existing system has several

drawbacks:

1. Single Point of Failure: If the central cloud service

fails, the entire system becomes inoperable.

2. Security Vulnerabilities: Data manipulation,
unauthorized access, and task mismanagement can

occur.

3. Lack of Transparency: Users cannot independently

verify whether their task was executed correctly.

4.  Trust Issues: Users must completely trust the service

provider with their data and processing integrity.

5. Resource Management Issues: Inefficient allocation
of computing power leads to delays and cost

inefficiencies.

Proposed System
Overview

The proposed system integrates blockchain technology
(Ganache) into Django's cloud task scheduling system,
ensuring  transparency, security, and decentralized
verification. It eliminates the risks associated with centralized

task scheduling by leveraging blockchain’s immutable ledger.
Key Components

1. User Interface (Bootstrap + Django Traditional

Views):

O Users can log in, submit tasks, track status,

and verify blockchain transactions.
2. Blockchain Integration (Ganache + Web3.py):

O  Every task submitted is recorded on the
Ganache blockchain, ensuring

immutability.

O  Users receive a Blockchain Transaction

ID to verify task execution.

2026, Vol 2 Issue 1| 32



5§

[ —.
Zestera

PUBLICATIONS [SSN: 3070-0507

International Journal of

Al EBIOMEDICINE INNOVATIONS

Peer Reviewed, Referred & Indexed Journal
www.zesterapublications.com

Original Research Paper

3. MySQL as Cloud Database:

O  Stores task metadata, user details, and

execution results.

4.  Task Scheduling & Execution:

O  Admin assigns computing resources for

task execution.

O  Task results are stored in MySQL and

linked to blockchain records.

5. Admin Dashboard:

O Admin can activate/deactivate users,
manage cloud resources, and verify
blockchain transactions before approving

tasks for execution.

Advantages Over Existing System

1. Decentralized Security: Transactions are logged in

Ganache blockchain, preventing manipulation.

2.  Tamper-Proof Record Keeping: Each task’s

lifecycle is recorded immutably.

3. User Verification of Execution: Users can
independently verify if their task was processed by

checking its blockchain record.

4.  Resource Efficiency: Admins allocate tasks based on
real-time compute resource availability, optimizing

scheduling performance.

5. Improved Transparency: All transactions and
approvals are verifiable, reducing trust dependency on

a centralized entity.

6. No Third-Party Services: Fully self-contained
system with Django, MySQL, and Ganache.

System Workflow
User Workflow

1. User logs in.

2. User submits a task (e.g., converting Word to PDF,

file storage).

3. Task is stored in MySQL and recorded on the
blockchain (Ganache).

Received: 13-02-2026 | Accepted: 21-03-2026 | Published: 27-03-2026

4.  User receives a Blockchain Transaction ID.

5. User verifies the transaction via a blockchain lookup

feature.

6.  Once the task is processed, the result is available for

download.

7. User logs out.

Admin Workflow

1.  Admin logs in.

2. Admin views blockchain transaction history.

3. Admin verifies blockchain transactions before

approving tasks.

4.  Admin assigns computing resources for task

execution.

5. Admin monitors system activity and logs out.

Comparison Table

Feature Existing System Proposed System

Tamper-proof — with

Security Vulnerable to attacks )
blockchain

- Users can verify via
Transparency ~ Opaque task processing .
blockchain

Centralized, trust in Decentralized, trust
Trust Model ) ) )
provider in blockchain

) Immutable
Data Integrity ~Data can be altered
blockchain records

Resource ) ) Dynamic, based on
Fixed scheduling
Allocation availability

) . ) Distributed ~ ledger
Fault Tolerance Single point of failure
resilience

User-verifiable
User Control  Limited visibility

execution
Cost & High due to resource Optimized using real-
Efficiency mismanagement time data

Conclusion
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The proposed blockchain-powered task scheduling system
enhances security, transparency, and efficiency compared to
traditional cloud-based solutions. By leveraging Ganache
blockchain for transaction logging and verification, users and
admins gain trustless interaction and improved security. This
solution ensures tamper-proof task execution, decentralizes
control, and provides end-to-end task traceability, making it a

next-generation cloud task management solution.
Future Enhancements

While the current system ensures security and transparency,

future improvements may include:

(] Smart Contract Automation: Automate task

execution approvals.

®  Multi-Chain Support: Deploy on public blockchains
(Ethereum, Hyperledger).

®  Al-based Resource Optimization: Use ML models

to predict task execution times.

®  Decentralized Compute Nodes: Allow distributed

nodes to execute tasks.

By adopting blockchain-based scheduling, organizations can
significantly reduce operational risks and improve cloud task

efficiency.

IMLPEMENTATION

The Secure and Transparent Cloud Task Scheduling System
using Blockchain Technology is designed to ensure reliable,
decentralized, and tamper-proof task scheduling in cloud
computing environments. The system integrates cloud
computing infrastructure with blockchain technology to
improve security, transparency, and trust in task allocation and
execution. The architecture is divided into several functional
modules.

User Request Module

This module handles task requests submitted by users or
applications to the cloud system.

Functions:
®  Accept task requests from users.

®  Define task requirements such as CPU, memory, and
storage.

(] Authenticate users before task submission.

The task request is forwarded to the scheduling system for
processing.

Received: 13-02-2026 | Accepted: 21-03-2026 | Published: 27-03-2026

Task Management Module

This module manages the tasks submitted to the cloud
environment.

Functions:
®  Store and organize tasks in the task queue.

®  (lassify tasks based on priority and resource
requirements.

®  Prepare tasks for scheduling and resource allocation.
This module ensures efficient management of multiple tasks.
Blockchain Network Module

This module implements the blockchain infrastructure for secure
task scheduling.

Functions:
®  Maintain a decentralized distributed ledger.

®  Record task scheduling activities as blockchain
transactions.

®  Ensure immutability and transparency of scheduling
records.

The blockchain prevents tampering or manipulation of
scheduling decisions.

Smart Contract Module

Smart contracts automate the scheduling process and enforce
predefined rules.

Functions:
®  Define scheduling policies and rules.

®  Automatically allocate tasks to appropriate cloud
resources.

®  Execute task scheduling without human intervention.
Smart contracts ensure fair and secure task allocation.
Resource Allocation Module
This module assigns available cloud resources to tasks.

Functions:
®  Monitor available computing resources.
(] Allocate virtual machines or containers to tasks.

®  Optimize resource utilization and reduce scheduling
delays.

This module improves overall system efficiency.

Task Execution Module
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This module executes tasks on allocated cloud resources.

Functions:
®  Monitor task execution status.
®  Ensure tasks are completed successfully.

(] Record execution results in the blockchain for
verification.

This provides transparency in the execution process.
Monitoring and Verification Module

This module continuously monitors the system and verifies task
scheduling records.

Functions:
®  Track task progress and resource usage.
®  Verify scheduling decisions stored on the blockchain.

®  Detect anomalies or malicious activities.
This module ensures system reliability and security.
Reporting and User Interface Module

This module provides dashboards and reports for administrators
and users.

Functions:
®  Display task scheduling information.
(] Show resource utilization statistics.

®  Provide transparency through blockchain transaction
records.

This helps administrators monitor system performance.
CONCLUSION

Cloud computing has become an essential platform for storing
data and executing large-scale computational tasks. However,
traditional cloud task scheduling systems often suffer from
security vulnerabilities, lack of transparency, and dependence on
centralized control mechanisms. These limitations may lead to
issues such as data tampering, unauthorized access, and
inefficient resource allocation.

The proposed blockchain-based cloud task scheduling
framework provides a secure and transparent solution for
managing task execution in cloud environments. By utilizing the
decentralized and immutable nature of blockchain technology, the
system ensures that task scheduling information is securely
recorded and cannot be altered by unauthorized entities. Smart
contracts further automate the scheduling process, improving
efficiency while reducing the need for manual intervention.

The integration of blockchain enhances data integrity, trust, and
accountability within the cloud ecosystem. It enables transparent
monitoring of task allocation and execution while protecting

Received: 13-02-2026 | Accepted: 21-03-2026 | Published: 27-03-2026

sensitive data from potential cyber threats. Additionally, the
decentralized architecture minimizes reliance on a single
authority, thereby reducing the risks associated with centralized
systems.

Overall, the proposed framework demonstrates significant
potential in improving the security, reliability, and
transparency of cloud task scheduling systems. Future research
may focus on optimizing blockchain performance, reducing
computational overhead, and integrating advanced technologies
such as artificial intelligence and edge computing to further
enhance the efficiency and scalability of secure cloud
environments.
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