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Abstract

The rapid growth of social media platforms and online news sources has significantly increased the
spread of fake news, posing serious challenges to individuals, organizations, and governments. Fake
news can influence public opinion, create social unrest, and undermine trust in credible information
sources. Traditional methods of verifying news are often time-consuming and insufficient to handle the
vast amount of digital content generated daily. Therefore, there is a growing need for automated and
intelligent systems capable of detecting misleading information efficiently. This paper presents an
Artificial Intelligence (Al)-based approach for fake news detection using Natural Language Processing
(NLP) and Machine Leaming techniques. The proposed system analyses textual content from news
articles and social media posts to identify patterns and characteristics associated with fake information.
The methodology involves data collection, pre-processing, feature extraction, model training, and
performance evaluation. Various machine learning algorithms, including Naive Bayes, Support Vector
Machine (SVM), Random Forest, and deep learning models, are explored to improve classification
accuracy. Experimental results demonstrate that Al-driven models can effectively distinguish between
genuine and fake news with high accuracy, precision, and recall. The findings highlight the potential of
Al technologies in combating misinformation and supporting fact-checking efforts. The proposed
framework offers a scalable and efficient solution for real-time fake news detection, contributing to a
more reliable digital information ecosystem.

Keywords: Fake News Detection, Artificial Intelligence, Machine Learning, Deep Learning, Natural
Language Processing, Misinformation, social media, Text Classification.

1. Introduction

The rapid growth of the internet and social
media  platforms  has fundamentally
transformed the way information is produced,
distributed, and consumed. While these
technologies have improved access to
information and enabled real-time
communication, they have also facilitated the
widespread dissemination of false and
misleading information, commonly referred to
as fake news [1]. Fake news consists of
fabricated, manipulated, or deceptive content
presented as authentic news with the intention
of misleading readers or influencing public
opinion. The rise of social media platforms such
as Facebook, X (formerly Twitter), Instagram,
and YouTube has significantly increased the
speed at which information spreads. Due to the
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ease of content creation and sharing, false
information can reach millions of users within
minutes, making it difficult to distinguish
between credible and unreliable sources [2].
The consequences of fake news can be severe,
affecting political elections, public health
decisions, financial markets, and social
harmony [3]. One of the most notable examples
of the dangers of fake news was observed
during the COVID-19 pandemic, where
misinformation regarding treatments, vaccines,
and preventive measures spread rapidly across
online platforms. Such misinformation created
confusion among the public and undermined
efforts by health authorities to control the
pandemic [4]. Similarly, fake news during
political campaigns has been shown to
influence voter perceptions and electoral

2026, Vol 2 Issue 2 | 18


mailto:somyasswain@gift.edu.in

PUBLICATIONS ISSN: 3070-0507

R,
%V International Journal of

=
Zestera

Al EBIOMEDICINE INNOVATIONS

Peer Reviewed, Referred & Indexed Journal
www.zesterapublications.com

Original Research Paper

outcomes, raising concerns about democratic
processes worldwide [5]. Traditional methods
of fact-checking involve manual verification by
journalists, researchers, and fact-checking
organizations. Although these methods can
provide accurate assessments, they are often
time-consuming, expensive, and unable to keep
pace with the enormous volume of online
content generated daily [6]. Consequently,
there is a growing need for automated systems
capable of identifying and filtering fake news
efficiently and  accurately. Artificial
Intelligence (AI) has emerged as a powerful
tool for addressing this challenge. Al
technologies, particularly Machine Learning
(ML) and Natural Language Processing (NLP),
enable computers to analyze textual content,
detect linguistic patterns, and classify news
articles based on their authenticity [7]. Machine
leaming algorithms such as Naive Bayes,
Decision Trees, Random Forests, and Support
Vector Machines (SVM) have been widely
applied in fake news detection tasks due to their
ability to learn from historical data and make
predictions on unseen content [8]. Recent
advancements in deep learning have further
enhanced fake news detection capabilities.
Models such as Convolutional Neural
Networks (CNN), Long Short-Term Memory
(LSTM) networks, and Bidirectional Encoder
Representations from Transformers (BERT)
can capture complex semantic and contextual
relationships within text, resulting in improved
classification performance [9]. These models
have demonstrated significant success in
detecting misinformation across diverse
datasets and languages. Despite considerable
progress, fake news detection remains a
challenging problem due to the evolving nature
of misinformation, linguistic  diversity,
sarcasm, and the intentional manipulation of
content. Therefore, continuous research is
required to develop more robust and adaptive
detection systems capable of addressing
emerging forms of misinformation [10]. This
study proposes an Al-based fake news detection
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framework that leverages machine learning and
natural language processing techniques to
identify deceptive news articles accurately. The
proposed approach aims to improve the
reliability of online information ecosystems and
support efforts to combat the growing threat of
digital misinformation.

2. Problem Statement

The emergence of digital communication
technologies and social media platforms has
revolutionized the way information is created,
distributed, and consumed. Platforms such as
Facebook, X (formerly Twitter), Instagram,
YouTube, and online news portals allow users
to access information instantly and share
content with a global audience. While these
platforms provide numerous benefits, they have
also become major channels for the rapid
spread of fake news, misinformation, and
disinformation. Fake news refers to false or
misleading information that is intentionally
created and disseminated to deceive readers,
influence  opinions, manipulate  public
perception, or generate financial and political
benefits. The increasing volume of online
content has made it extremely difficult for users
to determine the credibility and authenticity of
information sources. News articles, social
media posts, blogs, and videos can be shared
within seconds and reach millions of users
before their accuracy is verified. Research has
shown that false information often spreads
faster and reaches a wider audience than factual
information ~ because  sensational  and
emotionally charged content tends to attract
greater user engagement. As a result, fake news
has become a significant challenge affecting
various sectors, including politics, healthcare,
education, business, and public safety. The
impact of fake news is particularly evident
during critical events such as elections, public
health emergencies, natural disasters, and social
movements. During election campaigns,
misleading information can influence voter
behavior and undermine democratic processes.
In healthcare, the spread of false medical
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information can lead to harmful decisions,
reduced trust in healthcare institutions, and
increased public confusion. Similarly, fake
news related to financial markets can affect
investment decisions and create economic
instability. These consequences highlight the
urgent need for effective mechanisms to
identify and prevent the dissemination of false
information. Traditional fact-checking
approaches rely on journalists, domain experts,
and fact-checking organizations to verify the
authenticity of news content. Although these
methods provide reliable results, they are often
slow, labour-intensive, and incapable of
handling the enormous volume of information
generated daily across digital platforms.
Existing models often struggle to understand
contextual meanings, detect sarcasm and irony,
identify manipulated content, and adapt to
newly emerging misinformation strategies.
Furthermore, the dynamic nature of fake news
requires  detection  systems that can
continuously learn from new data and maintain
high accuracy across different domains and
languages.

3. Objectives of the Study

The primary objective of this study is to
develop an Artificial Intelligence (Al)-based
framework for the automatic detection and
classification of fake news. With the rapid
growth of digital media and online
communication platforms, the spread of
misinformation has become a significant global
concern. This study aims to leverage Machine
Leaming (ML) and Natural Language
Processing (NLP) techniques to identify
misleading or fabricated news content and
distinguish it from authentic information with a
high degree of accuracy. The proposed
framework seeks to enhance the reliability of
online information by providing an efficient
and automated solution for fake news detection.
This research focuses on understanding the
nature and impact of fake news dissemination
across digital platforms, including social media
networks and online news websites. The study
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aims to collect and preprocess a comprehensive
dataset of genuine and fake news articles,
ensuring that the data is suitable for machine
learning applications. Various NLP techniques
will be employed to clean, transform, and
extract meaningful features from textual
content, enabling the development of effective
classification models. Another important
objective of this study is to design and
implement  different machine learning
algorithms, including Naive Bayes, Decision
Tree, Random Forest, and Support Vector
Machine (SVM), to evaluate their effectiveness
in detecting fake news. In addition, advanced
deep learning models such as Long Short-Term
Memory (LSTM), Convolutional Neural
Networks (CNN), and transformer-based
architectures like BERT will be explored to
improve detection accuracy and better capture
contextual relationships within textual data.
The study also aims to compare the
performance of various Al models using
standard evaluation metrics such as Accuracy,
Precision, Recall, and F1-Score. Through this
comparative analysis, the research seeks to
identify the most efficient and reliable approach
for fake news classification. Furthermore, the
proposed system will be evaluated for its
scalability, robustness, and applicability in real-
world environments where large volumes of
information are generated and shared
continuously. In addition, this research intends
to examine the limitations and challenges
associated with existing fake news detection
techniques and propose possible improvements.
The study seeks to contribute to the
development of intelligent misinformation
detection systems that can support journalists,
researchers, fact-checkers, policymakers, and
social media platforms in reducing the spread of
false information. Finally, the research aims to
provide = recommendations  for  future
advancements in Al-based fake news detection,
particularly in areas such as real-time analysis,
multilingual content processing, and adaptive
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learning mechanisms capable of responding to
evolving misinformation strategies.

4. Methodology

The methodology adopted in this study focuses
on developing an Artificial Intelligence (Al)-
based framework for detecting fake news using
Machine Learning (ML) and Natural Language
Processing (NLP) techniques. The overall
process consists of several stages, including
data collection, data preprocessing, feature
extraction, model development, training,
testing, and performance evaluation. Each stage
plays a critical role in ensuring the effectiveness
and reliability of the proposed fake news
detection system. The first stage involves data
collection from publicly available fake news
datasets and credible online news sources. The
dataset consists of both genuine and fake news
articles, ensuring a balanced representation of
the two classes. The collected data includes
news headlines, article content, publication
details, and labels indicating whether the news
is real or fake. A high-quality dataset is
essential for training machine learning models
capable of accurately distinguishing between
authentic and misleading information. Once the
data is collected, the preprocessing phase is
performed to clean and prepare the textual
content for analysis. This stage includes
removing duplicate records, eliminating special
characters, punctuation marks, URLs, and
irrelevant symbols that may introduce noise
into the dataset. Additionally, all text is
converted into lowercase to maintain
consistency. Stop words such as “the,” “is,” and
“and” are removed because they contribute
little to the classification process. Tokenization
is then applied to split the text into individual
words or tokens, followed by stemming and
lemmatization techniques to reduce words to
their root forms.
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Figure 1. Proposed Al-Based Fake News
Detection System Workflow
These pre-processing steps improve data
quality and enhance the performance of
machine leaming algorithms. After pre-
processing, feature extraction techniques are
employed to convert textual data into numerical
representations that can be processed by
machine  leaming models.  Traditional
techniques such as Bag of Words (BoW) and
Term Frequency—Inverse Document Frequency
(TF-IDF) are used to capture the frequency and
importance of words within news articles. For
advanced deep leaming models, word
embedding techniques are utilized to represent
semantic relationships between words in a
continuous vector space. These extracted
features serve as the input for the classification
models. The next stage involves the
development and implementation of various
machine learning and deep learning algorithms
for fake news detection. Traditional machine
leaming classifiers such as Naive Bayes,
Decision Tree, Random Forest, and Support
Vector Machine (SVM) are trained using the
extracted features. These models leam patterns
and relationships within the data to classify
news articles as either genuine or fake. In
addition, deep learning models such as Long
Short-Term Memory (LSTM), Convolutional
Neural Networks (CNN), and Bidirectional
Encoder Representations from Transformers
(BERT) are implemented to capture complex
linguistic and contextual information from
textual content. Following model development,
the dataset is divided into training and testing
subsets. Typically, a significant portion of the
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dataset is used for training the models, while the
remaining data is reserved for testing and
validation. During training, the models learn
from labeled examples and optimize their
parameters to minimize classification errors.
The trained models are then evaluated using
unseen testing data to assess their ability to
generalize to new information. The
performance of the proposed fake news
detection system is evaluated using standard
classification metrics, including Accuracy,
Precision, Recall, and F1-Score. Accuracy
measures the overall correctness of the model,
while Precision evaluates the proportion of
correctly identified fake news articles among all
articles classified as fake. Recall measures the
ability of the model to identify actual fake news
instances, and the F1-Score provides a balanced
assessment of Precision and Recall. These
metrics enable a comprehensive comparison of
different algorithms and help identify the most
effective model for fake news detection.
Finally, the results obtained from various
machine learning and deep learning models are
analyzed and compared to determine the
optimal approach. The findings are used to
evaluate the effectiveness of Al techniques in
combating misinformation and to provide
insights for future improvements in automated
fake news detection systems. The proposed
methodology aims to deliver a scalable,
reliable, and efficient solution for identifying
fake news in digital environments and
supporting efforts to promote accurate and
trustworthy information.

5. System Architecture

The proposed Fake News Detection System is
designed using an Artificial Intelligence (Al)-
based architecture that integrates Natural
Language Processing (NLP) and Machine
Leaming (ML) techniques to automatically
classify news articles as genuine or fake. The
architecture consists of multiple interconnected
components that work together to process
textual data, extract meaningful information,
train predictive models, and generate
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classification results. The primary objective of
the system architecture is to ensure accurate,
efficient, and scalable detection of
misinformation in digital news content. The
process begins with the Data Collection Layer,
where news articles are gathered from various
online sources, including news websites, public
datasets, social media platforms, and fact-
checking repositories. The collected data
contains both genuine and fake news articles
along with their corresponding labels. This
layer serves as the foundation of the system by
providing the raw data required for training and
evaluating the detection models. The collected
data is then passed to the Data Preprocessing
Layer, which is responsible for cleaning and
standardizing the textual content. During this
stage, duplicate entries, special characters,
punctuation marks, URLs, and irrelevant
symbols are removed. The text is converted into
lowercase, and common stop words are
eliminated to reduce noise. Additional NLP
techniques such as tokenization, stemming, and
lemmatization are applied to transform the text
into a structured format suitable for analysis.
These preprocessing steps improve data quality
and enhance the overall performance of the
classification models. After preprocessing, the
data enters the Feature Extraction Layer, where
textual information is converted into numerical
representations. Techniques such as Bag of
Words (BoW), Term Frequency—Inverse
Document Frequency (TF-IDF), and word
embeddings are employed to extract
meaningful features from the news articles.
These features capture the importance,
frequency, and semantic relationships of words,
enabling machine learning algorithms to
understand patterns within the text. The
extracted features are forwarded to the Model
Training Layer, which consists of various
machine learning and deep learning algorithms.
they are evaluated in the Testing and Validation
Layer using unseen data. This layer measures
the effectiveness of the models through
performance metrics such as Accuracy,
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Precision, Recall, and F1-Score. The evaluation
results help identify the most reliable model for
fake news detection and ensure that the system
effectively to real-world
final component is the
Prediction and Classification Layer, where new
news articles are submitted to the system for
analysis. The trained model processes the
incoming content, extracts relevant features,
and predicts whether the news is genuine or
fake. The classification result is then displayed
to the user, enabling quick and informed
decision-making regarding the credibility of the
information. Overall, the proposed system
architecture provides a structured and
automated framework for detecting fake news.
By integrating data pre-processing, feature
extraction, machine learning, and deep learning
techniques, the system offers a robust solution
for combating misinformation and improving
the reliability of digital information sources.

6. Results and Analysis

The performance of the proposed Al-based
Fake News Detection System was evaluated
using several machine learning and deep
leaming algorithms. The dataset was divided
into training and testing subsets to assess the
ability of the models to classify news articles
accurately.  Standard metrics,
including Accuracy, Precision, Recall, and F1-
Score, were used to measure the effectiveness
of each model. The experimental results
indicate that all models were capable of
distinguishing between genuine and fake news
to some extent; however, their performance
varied significantly. Traditional machine
leaming algorithms such as Naive Bayes,
Decision Tree, Random Forest, and Support
Vector Machine (SVM) achieved satisfactory
results due to their ability to leam textual
patterns from the dataset. Among these
algorithms, Random Forest and SVM
demonstrated higher classification accuracy
and better generalization capabilities. Deep
learning models showed superior performance
compared to traditional machine learning

can generalize
scenarios. The

evaluation
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approaches. Long Short-Term Memory
(LSTM) networks effectively captured
sequential dependencies within textual content,
while Convolutional Neural Networks (CNN)
successfully identified important linguistic
features. The BERT model achieved the highest
performance because of its ability to understand
contextual relationships and semantic meanings
within news articles. As a result, BERT
provided more accurate classification outcomes
and reduced the number of false predictions.
The comparative analysis presented in Table 1
shows the performance of different models used

in this study.
Table 1: Performance Comparison of Fake
News Detection Models
Model Accura Precisi Reca F1-
cy (%) on (%) 11 Scor
(%) e
(Y0)
Naive  89.2 88.5 879 882
Bayes
Decisi 914 90.8 90.2 905
on
Tree
Rando  95.1 94.7 943 945
m
Forest
SVM 96.3 95.9 95.6  95.7
CNN 972 96.8 96.5 96.6
LSTM 978 97.3 970 97.1
BERT 98.9 98.6 984 985

From the results, it is evident that the BERT
model outperformed all other approaches,
achieving an accuracy of 98.9%, precision of
98.6%, recall of 98.4%, and an Fl-score of
98.5%. The superior performance of BERT can
be attributed to its transformer-based
architecture, which enables it to capture
complex contextual information and semantic
relationships within textual data. LSTM and
CNN also produced highly competitive results,
demonstrating the effectiveness of deep
leaming techniques for fake news detection.
Overall, the findings suggest that Artificial
Intelligence techniques, particularly
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transformer-based models, provide a highly
effective solution for identifying
misinformation. The  proposed  system
successfully classifies fake and genuine news
articles with high accuracy and can serve as a
valuable tool for joumalists, fact-checkers,
social media platforms, and policymakers in
combating the spread of false information.

Accuracy Comparisen of Fake News Detectien Madels
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Figure 2. Accuracy Comparison of Machine

Learning and Deep Learning Models for
Fake News Detection

Performance Metrics Comparison

Naive Bayes Decisicn Tree  Random Forest VM = LsTH BERT
o

Figure 3. Comparative Analysis of
Accuracy, Precision, Recall, and F1-Score
Across Different Models

7. Conclusion

The rapid growth of digital media and social
networking  platforms has  significantly
increased the spread of fake news and
misinformation, creating serious challenges for
individuals, organizations, and governments
worldwide. The widespread dissemination of
false information can influence public opinion,
affect political processes, create social unrest,
and undermine trust in credible information
sources. As a result, the development of
effective and automated fake news detection
systems has become an important area of
research. This study presented an Artificial
Intelligence (Al)-based approach for fake news
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detection using Machine Leaming (ML) and
Natural  Language  Processing  (NLP)
techniques.  The  proposed  framework
incorporated multiple stages, including data
collection, pre-processing, feature extraction,
model training, testing, and performance
evaluation.. Among all evaluated models,
BERT delivered the highest accuracy and
proved to be the most effective technique for
detecting misinformation due to its ability to
understand  contextual and  semantic
relationships within textual data. The findings
of this research highlight the potential of
Artificial Intelligence in combating the growing
problem of fake news. By automating the
detection process, Al-based systems can assist
journalists, fact-checkers, researchers,
policymakers, and social media platforms in
identifying misleading information more
efficiently than traditional manual methods.
Such systems can contribute to improving the
credibility of online information and reducing
the harmful effects of misinformation on
society. Despite the promising results, several
challenges remain, including the evolving
nature of fake news, multilingual content,
sarcasm detection, and the availability of high-
quality datasets. Future research should focus
on developing more robust and adaptive models
capable of handling diverse forms of
misinformation across different languages and
domains. Additionally, integrating real-time
monitoring  capabilities and multimodal
analysis involving text, images, and videos
could further enhance the effectiveness of fake
news detection systems. In conclusion, the
proposed Al-based fake news detection
framework  demonstrates that advanced
machine learning and deep learning techniques
can provide a reliable and scalable solution for
identifying false information. As
misinformation continues to evolve, the
adoption of intelligent detection systems will
play a crucial role in promoting accurate,
trustworthy, and responsible information
sharing in the digital era.
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