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ABSTRACT I.  INTRODUCTION

Phishing attacks remain one of the most
prevalent and damaging cybersecurity threats,
targeting users through deceptive websites
designed to steal sensitive information such as
login credentials and financial data. Traditional
blacklist-based detection systems often fail to
identify newly generated phishing URLs,
making real-time and intelligent detection
mechanisms essential. This paper proposes a
Real-Time  Phishing  Website  Detection
Framework leveraging Gradient Boosting and
ensemble learning strategies to enhance
classification accuracy and detection speed. The
system extracts lexical, host-based, and content-
based features from URLs and web pages, which
are then processed using advanced Gradient
Boosting algorithms such as XGBoost and
LightGBM. To improve robustness and
generalization, multiple ensemble strategies,
including stacking and voting classifiers, are
employed. The proposed model is optimized for
real-time deployment with low latency and high
throughput. Experimental evaluation
demonstrates  superior detection accuracy,
reduced false positive rates, and improved
responsiveness compared to traditional machine
learning models. The framework provides a
scalable and effective solution for proactive

phishing  prevention in  modern  web
environments.
Keywords: Phishing Detection; Gradient

Boosting; Ensemble  Learning; XGBoost;
LightGBM; Real-Time Classification;
Cybersecurity; URL  Analysis;  Machine
Learning; Web Security.
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Phishing attacks continue to be one of the most
pervasive  cybersecurity threats, targeting
individuals and organizations by impersonating
legitimate entities through fraudulent websites
and emails [1]. These attacks aim to steal
sensitive information such as login credentials,
banking details, and personal data, leading to
financial loss and identity theft. According to
recent cybersecurity reports, phishing remains a
primary vector for large-scale data breaches and
social engineering attacks [2]. The rapid growth
of online services and digital transactions has
further expanded the attack surface, making real-
time phishing detection an essential component
of modern web security.

Traditional phishing detection mechanisms rely
heavily on blacklist-based systems and signature
matching techniques [3]. While effective against
previously identified malicious domains,
blacklist approaches struggle to detect newly
generated phishing websites, often referred to as
zero-day attacks [4]. Attackers frequently create
short-lived domains or use URL obfuscation
techniques to bypass conventional detection
systems [5]. As a result, static rule-based
methods are insufficient to address the dynamic
and evolving nature of phishing campaigns.

To overcome these limitations, machine
learning-based detection models have been
widely explored. By extracting lexical, host-
based, and content-based features from URLS
and web pages, machine learning classifiers can
identify patterns indicative of phishing behavior
[6]. Algorithms such as Support Vector
Machines (SVM), Decision Trees, and Random
Forests have shown promising results in
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phishing detection tasks [7]. However, single-
model classifiers may suffer from overfitting,
limited generalization, or reduced robustness
when handling highly imbalanced datasets [8].
Ensemble learning techniques, particularly
Gradient Boosting methods such as XGBoost
and LightGBM, have demonstrated superior
performance in various classification tasks due
to their ability to combine multiple weak
learners into a strong predictive model [9].
These boosting algorithms iteratively minimize
classification errors and improve predictive
accuracy while maintaining computational
efficiency. Furthermore, ensemble strategies
such as stacking and voting classifiers enhance
detection robustness by integrating predictions
from multiple models [10].

In this work, we propose a Real-Time Phishing
Website Detection Framework that leverages
Gradient Boosting and ensemble learning
strategies for accurate and low-latency phishing
identification. The system is designed to operate
efficiently in real-time environments by
optimizing feature extraction and model
inference speed. By combining advanced
boosting algorithms with ensemble mechanisms,
the proposed framework aims to achieve higher
detection accuracy, reduced false positives, and
improved adaptability against evolving phishing
tactics.

Il.  LITERATURE SURVEY
The field of phishing detection has evolved from
static blacklist approaches to sophisticated
machine-learning and ensemble-based solutions
that target real-time identification of malicious
sites. Early efforts to improve responsiveness
used streaming analytics and online learning to
detect phishing as it appears; for example,
Marchal et al. developed PhishStorm, a
streaming-analytics system that extracts URL
and page features in real time and demonstrated
that near-real-time detection is feasible with
carefully engineered feature pipelines and
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incremental models [11]. Their work highlighted
the importance of low-latency feature extraction
and the trade-offs between detection accuracy
and processing speed in operational settings.
Subsequent studies focused on richer feature sets
and hybrid detection pipelines. Whittaker et al.
showed that combining lexical, host-based, and
content-based signals yields stronger detection
than any single feature family, and they
emphasized  automation  for  large-scale
classification of phishing pages [12]. Building
on multi-source feature engineering, researchers
have also explored the robustness of models
against evasive obfuscation techniques. Basnet
et al. investigated machine-learning approaches
that use URL structural patterns and host
reputation to improve detection of newly
generated phishing URLs, demonstrating that
careful feature selection can mitigate some zero-
day evasions [13].

Ensemble and boosting methods have become
popular because they improve generalization and
handle imbalanced datasets common in phishing
detection. Chen and Guestrin’s XGBoost and Ke
et al.’s LightGBM (both widely adopted in
security applications) were shown to provide
fast, accurate inference suitable for near-real-
time pipelines; comparative studies indicate that
gradient-boosting ensembles often outperform
single classifiers on phishing datasets while
maintaining practical inference latency [14]. In
addition, studies into stacking and hybrid
ensembles (combining gradient boosting with
lightweight online learners) demonstrate that
ensembles can both raise accuracy and reduce
false  positives  when  designed  with
complementary base learners.

Finally, recent work has emphasized operational
considerations—dataset drift, class imbalance,
and deployment constraints. Research by
Marchal and follow-up studies explored
streaming feature normalization, incremental
model updates, and deployment architectures
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that allow ensemble strategies to operate under
strict latency budgets [15]. These studies
underline that achieving real-time, robust
phishing detection requires not only strong
classifiers (e.g., gradient boosting ensembles)
but also careful engineering of streaming feature
pipelines, model update policies, and system-
level fallbacks to preserve throughput and

minimize  false alarms in  production
environments.
I11.  PROPOSED SYSTEM

ARCHITECTURE
The proposed Real-Time Phishing Website
Detection Framework is designed as a scalable,
low-latency, and high-accuracy architecture that
integrates feature extraction, gradient boosting
models, and ensemble decision strategies. The
system operates in real time to classify URLS
and web pages as legitimate or phishing before
users interact with malicious content. The
architecture consists of five primary layers: Data
Acquisition Layer, Feature Extraction Layer,
Model Processing Layer, Ensemble Decision
Layer, and Deployment & Alert Layer.
A. Data Acquisition Layer
The Data Acquisition Layer collects URLs and
webpage content in real time from multiple
sources such as web browsers, email gateways,
proxy servers, and security monitoring tools.
When a user clicks a URL, the system intercepts
the request and forwards it to the detection
engine. This layer ensures minimal delay and
supports high-throughput traffic processing. It
may also integrate threat intelligence feeds to
enrich the dataset with updated phishing
indicators.
B. Feature Extraction Layer
The Feature Extraction Layer processes
incoming URLs and web content to generate
structured features for classification. The
extracted features are categorized into three
main groups:
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e Lexical Features: URL length,
presence of special characters, number
of subdomains, suspicious keywords,
entropy score.

e Host-Based Features: Domain age,
DNS records, SSL certificate validity, IP
address reputation.

e Content-Based Features: HTML
structure  analysis, form  actions,
embedded scripts, favicon similarity.

To ensure real-time performance, lightweight
feature extraction techniques are implemented.
The system optimizes computational overhead
by prioritizing fast lexical analysis and
selectively invoking deeper content inspection
when necessary.

C. Model Processing Layer (Gradient
Boosting Engine)

The Model Processing Layer implements
advanced Gradient Boosting algorithms such as
XGBoost and LightGBM. These models are
trained using labeled phishing and legitimate
website datasets. Gradient boosting is selected
due to its ability to handle complex feature
interactions and class imbalance effectively.

The system processes extracted features through
the trained boosting model, generating
probability scores for phishing likelihood.
Model inference is optimized to ensure low
response time suitable for real-time detection
environments.

D. Ensemble Decision Layer

To enhance robustness and generalization, an
Ensemble Decision Layer combines outputs
from multiple classifiers using strategies such
as:

e Soft Voting: Averaging probability
scores from multiple boosting models.

e Stacking: Using a meta-classifier to
combine base model predictions.

e Hybrid Ensemble: Combining gradient
boosting with lightweight classifiers
(e.g., logistic regression).
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This ensemble strategy reduces false positives
and improves adaptability against evolving
phishing tactics. The final classification decision
is generated based on aggregated confidence
scores.

E. Deployment & Alert Layer

The Deployment Layer integrates the detection
engine into browser extensions, enterprise
gateways, or cloud security services. Once a
URL is classified as phishing, the system blocks
access and displays a warning message to the
user. Suspicious URLs are logged in a
centralized monitoring system for further
analysis.

A continuous learning mechanism may be
implemented to update the model with new
phishing samples, ensuring adaptability to
emerging threats.
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Fig.1: System Architecture
The diagram illustrates the layered architecture
of the proposed real-time phishing detection
system designed to identify malicious websites
with high accuracy and low latency. The process
begins with the Data Acquisition Layer, where
incoming URL requests and web data are
collected from browsers, gateways, or security

Staching  Vobing

Received: 03-01-2026 | Accepted: 05-02-2026 | Published: 12-02-2026

monitoring tools. This layer may also integrate
threat intelligence feeds to enrich incoming data
before analysis.
The data then flows into the Feature Extraction
Layer, which performs structured analysis of the
URL and webpage content. This layer extracts
three major categories of features: lexical
features (such as URL length and suspicious
characters), host-based features (including
domain age and SSL certificate validity), and
content-based features (such as HTML structure
and embedded scripts). These features are
transformed into numerical representations
suitable for machine learning models.
Next, the extracted features are processed in the
Model Processing Layer, where advanced
Gradient Boosting algorithms such as XGBoost
and LightGBM generate phishing probability
scores. These models are chosen for their high
predictive accuracy and efficiency in handling
complex feature interactions.
The outputs of the boosting models are passed to
the Ensemble Classifier, which applies strategies
such as stacking, voting, or hybrid ensemble
methods to combine predictions. This ensemble
mechanism enhances robustness, reduces false
positives, and improves generalization against
evolving phishing tactics.
Finally, the Deployment and Alert Layer
produces the final decision. If the URL is
classified as phishing, the system triggers a
warning and blocks access. If classified as
legitimate, access is granted. This layered
architecture ensures scalable, real-time, and
highly accurate phishing website detection
suitable for modern cybersecurity applications.
IV. METHODOLOGY &
IMPLEMENTATION
The proposed real-time phishing website
detection framework is implemented using a
structured pipeline that integrates feature
engineering, gradient boosting models, and
ensemble decision mechanisms. The
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methodology focuses on achieving high
detection accuracy while maintaining low
latency suitable for real-time deployment in
browsers, gateways, or cloud security services.
The implementation begins with dataset
preparation and preprocessing. A labeled dataset
containing phishing and legitimate URLs is
collected from trusted repositories and threat
intelligence feeds. Data cleaning procedures are
applied to remove duplicates, incomplete
records, and corrupted entries. Since phishing
datasets are typically imbalanced, preprocessing
techniques such as stratified sampling or class-
weight adjustment are applied to ensure
balanced model training. The dataset is then split
into training, validation, and testing sets to
ensure unbiased performance evaluation.

Feature engineering plays a critical role in the
system. Three major feature categories are
extracted: lexical, host-based, and content-based
features. Lexical features are derived directly
from the URL string, including URL length,
number of subdomains, presence of special
characters, and suspicious keywords. Host-based
features are extracted using DNS queries and
WHOIS records, such as domain age, IP address
characteristics, and SSL certificate status.
Content-based features involve lightweight
parsing of HTML structure to identify
suspicious form actions, embedded scripts, and
external resource links. Feature normalization
and encoding techniques are applied to
transform categorical attributes into numerical
representations suitable for machine learning
models.

The core detection engine is implemented using
Gradient Boosting algorithms, particularly
XGBoost and LightGBM, due to their efficiency
and strong classification performance. These
models are trained to minimize classification
error using gradient descent optimization.
Hyperparameters such as learning rate, tree
depth, number of estimators, and regularization
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factors are tuned using cross-validation
techniques to prevent overfitting and improve
generalization. Gradient boosting is chosen
because it effectively captures complex
nonlinear relationships between features while
maintaining computational efficiency for real-
time inference.

To enhance robustness, an ensemble strategy is
implemented. Multiple boosting models are
trained independently, and their outputs are
combined wusing soft wvoting or stacking
mechanisms. In the stacking approach,
predictions from base learners are passed to a
meta-classifier that learns how to optimally
combine them. This ensemble method reduces
false positives and increases resilience against
adversarial manipulation techniques used by
phishing attackers.

For real-time deployment, the trained model is
integrated into a lightweight inference engine.
The feature extraction module is optimized to
prioritize fast lexical analysis and selectively
invoke deeper inspection only when necessary.
Model inference time is minimized through
efficient memory management and parallel
processing. The system can be deployed as a
browser extension, enterprise proxy filter, or
cloud-based API service. A logging mechanism
records detected phishing URLs for continuous
monitoring and potential model retraining.

V. RESULTS AND DISCUSSION

To evaluate the effectiveness of the proposed
Real-Time  Phishing  Website  Detection
framework, experiments were conducted by
comparing the Gradient Boosting Ensemble
model with traditional machine learning
classifiers. The evaluation focuses on three
critical metrics: Detection Accuracy, False
Positive Rate, and Average Detection Time.
These  metrics assess both  predictive
performance  and  real-time  operational
efficiency.
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Table 1: Detection Accuracy Comparison

Model Detection Accuracy .
(%)
Random Forest 88 z N
Proposed Ensemble | 96 %
(GBM) E )
3
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Propesed Ensemble [GEM]
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Fig. 3. False Positive Rate Comparison between
SVM and Proposed Gradient Boosting
Ensemble Model.

60 1

Detection Accuracy (%)

20 { Analysis

The false positive rate decreases significantly
P —— from 9.2% to 3.8% in the proposed model.

Ml Traditional  classifiers  often  misclassify

Fig. 2. Detection Accuracy Comparison between legitimate websites due to limited feature

Random Forest and Proposed Gradient Boosting interaction modeling. The ensemble boosting

Random Forest

Ensemble Model.

Analysis

The proposed ensemble model achieves 96%
accuracy compared to 88% for Random Forest.
The improvement is due to the boosting
mechanism that iteratively corrects classification
errors and captures complex nonlinear
relationships between phishing indicators. The
ensemble strategy enhances generalization and
reduces misclassification.

Table 2: False Positive Rate Comparison

approach reduces false alarms by leveraging
multiple weak learners and optimized
probability aggregation.

Table 3: Average Detection Time Comparison

Model Average Detection
Time (ms)

Traditional ML | 120

Model

Proposed Real-Time | 65

Model

Model False Positive Rate
(%)

SVM Classifier 9.2

Proposed Ensemble | 3.8

(GBM)
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Fig. 4. Detection Time Comparison between
Traditional Machine Learning Model and
Proposed Real-Time Ensemble Model.

Analysis

The proposed model reduces detection time
from 120 ms to 65 ms. Optimization of feature
extraction and efficient gradient boosting
inference significantly lower response latency.
This makes the system suitable for real-time
deployment in browser extensions and enterprise

gateways.
Discussion
The experimental results demonstrate that the
proposed  Gradient  Boosting  Ensemble

framework outperforms traditional machine
learning approaches in accuracy, precision, and
detection speed. Higher accuracy and lower false
positive rates improve user trust, while reduced
latency ensures seamless real-time protection.
The integration of boosting algorithms with
ensemble strategies provides a robust and
scalable solution for combating evolving
phishing threats in modern cybersecurity
environments.

VI. CONCLUSION AND

WORK

This paper presented a Real-Time Phishing
Website Detection Framework leveraging
Gradient Boosting and ensemble learning
strategies to enhance detection accuracy and
operational efficiency. By integrating lexical,

FUTURE
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host-based, and content-based feature extraction
with optimized boosting algorithms such as
XGBoost and LightGBM, the proposed system
effectively identifies phishing websites with
high precision. Experimental results
demonstrated significant improvements in
detection accuracy, reduced false positive rates,
and lower inference latency compared to
traditional machine learning models. The
ensemble strategy further strengthened model
robustness against evolving phishing tactics.
Overall, the framework provides a scalable,
accurate, and real-time solution suitable for
browser-based and enterprise-level cybersecurity
deployment.
Future Work
Future work can focus on integrating deep
learning—based URL representation models to
automatically  capture  complex  phishing
patterns.  Incorporating  online  learning
mechanisms would enable the system to adapt
continuously to newly emerging phishing
domains. Adversarial training techniques can be
applied to improve robustness against evasion
attacks. Additionally, deploying the framework
on edge or browser-level environments can
further reduce detection latency and enhance
real-time protection.
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