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Abstract— The rapid growth of the elderly 

population has introduced significant challenges to 

modern healthcare systems, necessitating the 

development of innovative and scalable solutions 

for continuous health monitoring and management. 

The integration of the Internet of Things (IoT), 

Internet of Medical Things (IoMT), Artificial 

Intelligence (AI), and wearable technologies has 

emerged as a transformative approach in smart 

healthcare systems. These systems enable real-time 

monitoring of vital health parameters such as heart 

rate, body temperature, blood pressure, and oxygen 

saturation, ensuring early detection of abnormalities 

and timely medical intervention. Smart health 

systems provide elderly individuals with enhanced 

safety, independence, and quality of life by 

allowing remote healthcare services within the 

comfort of their homes. Additionally, AI-driven 

analytics assist in predictive diagnosis, chronic 

disease management, and personalized healthcare 

recommendations. This paper explores recent 

advancements in IoT-based smart healthcare 

systems, focusing on their architecture, 

functionalities, and applications in elderly care. It 

also highlights key challenges such as data security, 

privacy concerns, interoperability, and system 

reliability. Finally, future research directions are 

discussed to improve the efficiency, scalability, and 

security of smart health monitoring systems for 

elderly populations. 

1. Introduction  

The global increase in the elderly population has 

become a critical concern for healthcare systems, as 

aging individuals often require continuous 

monitoring and long-term medical support. 

According to recent reports, the proportion of 

people aged 60 years and above is increasing 

rapidly, leading to a higher prevalence of chronic 

diseases such as cardiovascular disorders, diabetes, 

and respiratory illnesses [1]. Traditional healthcare 

systems are often insufficient to meet these growing 

demands due to limited medical resources, high 

costs, and the need for frequent hospital visits. 

Therefore, there is a strong need for advanced 

healthcare solutions that can provide continuous, 

real-time monitoring while reducing the burden on 

healthcare infrastructure [2]. 

The emergence of the Internet of Things (IoT) has 

revolutionized the healthcare sector by enabling 

seamless connectivity between medical devices, 

sensors, and healthcare providers. IoT-based 

healthcare systems, also referred to as the Internet 

of Medical Things (IoMT), allow the collection, 

transmission, and analysis of health-related data in 

real time [3]. These systems utilize wearable 

sensors and smart devices to monitor vital 

mailto:22311A12P4@it.sreenidhi.edu.in
mailto:22311A12P7@it.sreenidhi.edu.in
mailto:22311A12R6@it.sreenidhi.edu.in
mailto:rohita.y@sreenidhi.edu.in
mailto:sivajyothi.p@sreenidhi.edu.in


2026, Vol 2 Issue 2 | 604 Received: 10-03-2026 | Accepted: 18-04-2026 | Published: 25-04-2026  

International Journal of 

AI Electronics and Nexus Energy 
Peer Reviewed, Referred & Indexed Journal 

                                      ISSN: 3070-0515                                  www.zesterapublications.com                                 Original Research Paper 

 

parameters such as heart rate, blood pressure, body 

temperature, and oxygen saturation levels. The 

collected data is transmitted to cloud platforms, 

where it can be accessed by healthcare professionals 

for diagnosis and decision-making [4]. 

In recent years, Artificial Intelligence (AI) has been 

integrated with IoT-based healthcare systems to 

enhance their capabilities. AI algorithms can 

analyze large volumes of medical data to identify 

patterns, predict potential health risks, and provide 

personalized treatment recommendations [5]. 

Machine learning techniques enable early detection 

of diseases by analyzing historical health data, 

thereby reducing the risk of severe complications. 

This combination of IoT and AI forms the 

foundation of smart healthcare systems that offer 

proactive and preventive care for elderly 

individuals [6]. 

Smart home healthcare systems have gained 

significant attention as they allow elderly people to 

receive medical care within their homes. These 

systems are equipped with sensors, wearable 

devices, and communication technologies that 

continuously monitor the health status of 

individuals. In case of abnormal readings, alerts are 

sent to caregivers or healthcare providers, enabling 

immediate intervention [7]. This approach not only 

improves patient safety but also reduces hospital 

admissions and healthcare costs. 

Wearable devices such as smartwatches and fitness 

trackers play a crucial role in personal health 

management. These devices can continuously track 

physical activities, sleep patterns, and vital signs, 

providing valuable insights into an individual's 

health condition [8]. Advanced wearable 

technologies are also capable of detecting falls, 

which is a common risk among elderly individuals, 

and can automatically send emergency alerts [9]. 

Such features significantly enhance the 

independence and confidence of elderly users. 

Despite the numerous advantages of smart 

healthcare systems, several challenges need to be 

addressed for their effective implementation. Data 

security and privacy are major concerns, as 

sensitive health information is transmitted over 

networks and stored in cloud platforms [10]. 

Unauthorized access and data breaches can 

compromise patient confidentiality and trust. 

Therefore, robust encryption techniques and secure 

communication protocols are essential to protect 

health data [11]. 

Interoperability is another critical issue, as different 

devices and platforms often use varying 

communication standards and protocols. Ensuring 

seamless integration between heterogeneous 

devices is necessary for the efficient functioning of 

smart healthcare systems [12]. Additionally, the 

reliability and accuracy of sensor data must be 

maintained to avoid incorrect diagnoses and false 

alerts [13]. 

Energy efficiency and battery life of wearable 

devices also pose significant challenges. Since these 

devices are required to operate continuously, 

optimizing power consumption is essential to 

ensure long-term usability [14]. Furthermore, user 

acceptance and ease of use are important factors 

that influence the adoption of smart healthcare 

technologies among elderly individuals, who may 

not be familiar with advanced digital systems [15]. 

In summary, smart health systems based on IoT and 

AI offer a promising solution for personal health 

management of elderly people by enabling 

continuous monitoring, early disease detection, and 

improved healthcare accessibility. However, 

addressing challenges related to security, 

interoperability, and usability is crucial for the 

widespread adoption of these technologies. This 

paper aims to explore the design, implementation, 

and future prospects of smart healthcare systems for 

elderly care. 

2. Literature Survey 

Recent advancements in smart healthcare systems 

have significantly improved elderly health 

monitoring through the integration of IoT, AI, and 

wearable technologies. Srivastava et al. [16] 

presented a comprehensive study on Internet of 

Medical Things (IoMT)-based smart healthcare 

systems, highlighting the role of enabling 

technologies such as RFID, artificial intelligence, 

and blockchain. Their work emphasizes improved 

accuracy, reliability, and efficiency in patient 

monitoring while addressing challenges related to 
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energy consumption, data transmission, and system 

scalability.  

Durán-Vega et al. [17] proposed a real-time IoT-

based health monitoring system specifically 

designed for elderly individuals in assisted living 

environments. The system enables continuous 

monitoring of patient health and facilitates 

communication between caregivers and family 

members, thereby improving patient safety and care 

coordination.  

Wan et al. [18] introduced a wearable IoT-cloud-

based system (WISE) that utilizes body area sensor 

networks (BASN) for real-time health monitoring. 

The system integrates multiple sensors such as heart 

rate, blood pressure, and temperature sensors, and 

transmits data directly to the cloud without relying 

heavily on smartphones, thus enhancing usability 

for elderly users.  

Alam et al. [19] conducted a systematic review of 

IoT frameworks in healthcare, focusing on secure 

data transmission and system architecture. Their 

study highlights the importance of addressing 

security vulnerabilities, such as denial-of-service 

attacks and centralized system failures, while 

proposing future research directions for secure IoT 

healthcare systems.  

Efendi et al. [20] developed an IoT-based elderly 

health monitoring system integrated with cloud 

computing platforms such as Firebase. The system 

supports real-time data acquisition and analysis 

through mobile applications, enabling early 

detection of health abnormalities and improving 

response time during emergencies.  

A recent conceptual framework proposed in [21] 

integrates IoT with machine learning and voice-

assisted technologies for elderly healthcare 

monitoring. This system uses wearable and ambient 

sensors to detect abnormal conditions and supports 

fall detection, thereby enhancing safety and 

independence among elderly individuals.  

Zovko et al. [22] explored the role of wearable IoT 

devices in health monitoring systems, emphasizing 

their ability to form observer networks that 

continuously track physiological parameters. The 

study highlights the importance of wearable 

technologies in enabling remote healthcare services 

and improving patient outcomes.  

A secured IoMT framework was proposed by 

researchers in [23], introducing a multi-layer 

architecture (dew–fog–cloud) to improve data 

security and reduce latency in healthcare systems. 

This approach enhances real-time processing 

capabilities and ensures secure access to sensitive 

medical data.  

Another study [24] focused on the development of 

IoT-based wearable systems for fall detection and 

health monitoring in elderly care. The system 

integrates machine learning algorithms to identify 

abnormal movements and trigger alerts, thereby 

reducing risks associated with falls, which are 

common among elderly individuals.  

Finally, recent work by Cahyana et al. [25] 

demonstrated an IoT-based health monitoring 

system using sensors such as MAX30102 for heart 

rate and oxygen saturation measurement. The 

system achieved high accuracy and provided real-

time alerts using cloud platforms, making it suitable 

for independent elderly care and remote monitoring 

applications.  

3. Proposed Methodology 

3.1 System Architecture Diagram 
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Figure 3: Proposed IoT-based Smart Health 

Monitoring System Architecture for Elderly Care 

The proposed system consists of multiple layers 

including sensor layer, processing layer, 

communication layer, cloud layer, and application 

layer. Wearable sensors are used to collect 

physiological data, which is processed using a 

microcontroller and transmitted to the cloud for 

storage and analysis. Healthcare providers and 

caregivers can access real-time data through mobile 

or web applications. 

3.2 Proposed Methodology  

Data Acquisition Layer 

The first stage of the proposed system involves the 

acquisition of physiological parameters using 

wearable and biomedical sensors. Sensors such as 

heart rate sensors (MAX30102), temperature 

sensors (LM35), blood pressure sensors, and SpO₂ 

sensors are attached to the elderly person’s body. 

These sensors continuously monitor vital 

parameters and generate real-time data. The 

collected data ensures continuous tracking of the 

patient’s health condition without the need for 

frequent hospital visits. 

Processing and Edge Computing Layer 

The sensed data is transmitted to a microcontroller 

unit such as Arduino, ESP32, or Raspberry Pi, 

which acts as the processing unit. This layer 

performs initial data filtering, noise removal, and 

preprocessing to ensure accuracy. Edge computing 

techniques are applied to reduce latency and enable 

faster decision-making. If abnormal values are 

detected at this stage, immediate alerts can be 

generated even before sending data to the cloud. 

Communication Layer 

The processed data is transmitted to the cloud using 

wireless communication technologies such as Wi-

Fi, Bluetooth, or GSM modules. Protocols such as 

MQTT or HTTP are used for efficient and secure 

data transfer. This layer ensures seamless 

connectivity between devices and enables real-time 

data transmission. It also supports remote 

monitoring by allowing healthcare professionals to 

access patient data from anywhere. 

Cloud and AI Analytics Layer 

In this layer, the collected data is stored in cloud 

platforms such as Firebase or AWS IoT. Advanced 

Artificial Intelligence (AI) and Machine Learning 

(ML) algorithms analyze the data to detect patterns, 

predict health risks, and provide personalized 

recommendations. Historical data analysis helps in 

identifying chronic conditions and enables 

preventive healthcare. The system can also generate 

automated alerts when abnormal conditions such as 

irregular heart rate or low oxygen levels are 

detected. 

 Application and Alert System Layer 

The final layer includes mobile and web 

applications used by doctors, caregivers, and family 

members. These applications display real-time 

health data in the form of dashboards, graphs, and 

notifications. In emergency situations, alerts are 

sent via SMS, email, or app notifications. 

Additionally, features such as fall detection and 

GPS tracking enhance the safety of elderly 

individuals. This layer ensures user-friendly 

interaction and improves overall healthcare 

accessibility. 

4. Experimental Results and Analysis 

4.1 Experimental Setup 

The proposed smart health monitoring system was 

implemented using an ESP32 microcontroller, 

integrated with biomedical sensors such as 

MAX30102 (heart rate & SpO₂), LM35 

(temperature), and a blood pressure sensor module. 

The system was connected to a cloud platform 

(Firebase) via Wi-Fi for real-time data transmission. 

A mobile application was developed to visualize 

patient health data and generate alerts. The 

experimental evaluation was conducted on elderly 

individuals under normal and abnormal health 

conditions to validate system performance. 

 

4.2 Performance Metrics 

The system performance was evaluated using the 

following parameters: 

• Accuracy (%) – Correctness of sensor 

readings  

• Response Time (ms) – Time taken to send 

data to cloud and receive alerts  
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• Latency (ms) – Delay in data transmission  

• Reliability (%) – Consistency of system 

performance  

• Power Consumption (mW) – Energy 

efficiency of the device  

4.3 Experimental Results 

Table 1: Sensor Accuracy Comparison 

Parameter Measured 

Value 

Actual 

Value 

Accuracy 

(%) 

Heart Rate 

(bpm) 

78 80 97.5% 

SpO₂ (%) 96 97 98.9% 

Temperature 

(°C) 

36.8 37.0 99.4% 

Blood 

Pressure 

118/78 120/80 97.8% 

Table 2: Response Time Analysis 

Condition Response Time (ms) 

Minimum 250 ms 

Average 380 ms 

Maximum 520 ms 

Table 3: System Reliability 

Test Scenario Success Rate (%) 

Normal Monitoring 99% 

Abnormal Condition Alert 97% 

Data Transmission 98% 

 

Table 4: Power Consumption 

Component Power Consumption (mW) 

ESP32 Module 160 mW 

Sensors 120 mW 

Communication 140 mW 

Total 420 mW 

 

4.4 Graphical Representation 

 

The response time analysis shows that the system 

maintains low latency with an average response 

time of approximately 380 ms, ensuring quick alert 

generation during emergencies. 

 

 

 

Accuracy Comparison Graph 

 
 

 
The accuracy graph indicates that all sensors 

achieved accuracy above 97%, demonstrating the 

reliability of the proposed system in real-time health 

monitoring. 

Discussion 

The experimental results demonstrate that the 

proposed IoT-based smart health monitoring 

system performs efficiently in terms of accuracy, 

response time, and reliability. The high accuracy of 

sensors ensures precise health monitoring, while the 

low response time enables quick emergency alerts. 

The system also shows strong reliability across 

different scenarios, making it suitable for 

continuous elderly healthcare monitoring. 

Additionally, the power consumption is optimized, 

allowing the system to operate efficiently for long 

durations. These results validate the effectiveness of 

the proposed system in providing real-time, 

reliable, and scalable healthcare solutions for 

elderly individuals. 

5.Conclusion & Future Scope 
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 The proposed IoT and AI-based smart health 

monitoring system for elderly people demonstrates 

an efficient, reliable, and scalable solution for 

continuous personal healthcare management. By 

integrating wearable sensors, edge processing units, 

and cloud-based analytics, the system enables real-

time monitoring of vital health parameters, early 

detection of abnormalities, and timely medical 

intervention. The experimental results indicate high 

accuracy, low response time, and strong system 

reliability, making it suitable for practical 

deployment in home-based elderly care 

environments. Additionally, the system enhances 

the independence, safety, and quality of life of 

elderly individuals while reducing the burden on 

healthcare infrastructure. However, challenges such 

as data security, privacy protection, 

interoperability, and long-term device sustainability 

remain critical areas for improvement. Future 

research can focus on the integration of advanced 

deep learning algorithms for predictive healthcare, 

blockchain technology for secure data management, 

and 5G-enabled communication for ultra-low 

latency. Furthermore, the development of energy-

efficient wearable devices, voice-assisted 

healthcare systems, and smart fall detection 

mechanisms can significantly enhance system 

usability and adoption, paving the way for next-

generation intelligent healthcare solutions. 
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