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Abstract—The rapid evolution of web technologies has fun- damentally shifted user expectations regarding digital commu- nication. Modern
web users demand instantaneous, low-latency messaging platforms that operate seamlessly without the need for manual page refreshes.
Traditional HTTP request-response models, relying on long-polling or short-polling, often suffer from high server overhead, significant latency,
and inefficient resource utilization when scaled for real-time chat environments. This research presents the design, development, and im-
plementation of a highly scalable, real-time Full-Stack Chat Application leveraging the MERN stack (MongoDB, Express.js, React.js, and
Node.js) integrated with Socket.io. The proposed platform provides instantaneous bidirectional communication, distinct global state
management for authenticated sessions, live online/offline user status tracking, and secure media sharing capabilities. A critical architectural
advancement in this system is the implementation of an event-driven WebSocket layer that maps active socket connections to unique user
identities, ensuring precise message broadcasting and real-time UI synchronization. Developed utilizing Vite, Tailwind CSS for a mobile-first
responsive layout, JSON Web Tokens (JWT) for secure au- thentication, and Cloudinary for global asset management, the system
guarantees a fluid user experience and robust backend persistence. Experimental analysis demonstrates that the event- driven architecture
drastically reduces message delivery latency compared to traditional HTTP polling, ensures reliable data persistence in MongoDB, and
provides an optimized environment
for seamless digital communication.

Keywords— Real-Time Communication, WebSockets, Socket.io, MERN Stack, React.js, JSON Web Tokens, Cloudinary, Single Page
Application.

overloading the primary application server with heavy image
payloads. Therefore, a modern chat architecture is required to
integrate seamless WebSocket broadcasting, persistent NoSQL
storage, secure JWT authentication workflows, and cloud-native
media processing into a single, cohesive MERN environment.

[. INTRODUCTION
A. Background

Digital communication platforms are the backbone of mod- em
internet interaction. From collaborative workspaces to social
networking, the ability to exchange text and media instantaneously is

. > S C. Objective:
a core requirement of web applications. The historical approach to Jectives

fetching new messages relied on the standard HTTP protocol, where
a client would repeatedly ask the server (polling) if new data was
available. This approach is inherently flawed for real-time
applications, as it generates massive amounts of redundant network
traffic and introduces unavoidable latency. The advent of the
WebSocket protocol revolutionized this paradigm by establishing a
persistent, full-duplex communi- cation channel over a single TCP
connection. By utilizing WebSockets via libraries like Socket.io
alongside modern JavaScript frameworks, developers can push
data from the server to the client the exact millisecond a
database event occurs.

B. Problem Statement

Building a reliable real-time chat application introduces complex
challenges in state synchronization, session manage- ment, and
media handling. Many entry-level communication applications fail
to gracefully handle user disconnections, resulting in inaccurate”
online” statuses and lost messages. Furthermore, securely
managing user authentication across both RESTful HTTP routes

The major objectives of the proposed system are detailed below:

- To develop a responsive, mobile-first real-time chat plat- form
using the MERN stack (MongoDB, Express.js, React.js,
Node.js).

- To implement a persistent WebSocket connection using
Socket.io for instantaneous, bidirectional message pass- ing and
read-status updates.

- To engineer a robust connection handler that tracks active
socket IDs against user IDs to accurately broadcast live
online/offline statuses to all connected clients.

- To implement secure, stateless authentication using JSON Web
Tokens (JWT) and berypt password hashing.

- To optimize global state management on the client side using
React Context API to ensure seamless Ul updates across
components upon receiving real-time events.

- To utilize Cloudinary via backend proxy for efficient, serverless
image asset management and delivery within chat windows.

D. Scope of the Project

The proposed platform is designed for users seeking a secure, instant
messaging environment. The application cen- tralizes user discovery, direct
messaging, profile manageme

and persistent WebSocket connec- tions requires strict token
validation strategies. Traditional sys- tems also struggle with
processing and serving user-generated media efficiently, often
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LITERATURE REVIEW

A. Evolution of Real-Time Web Protocols

The transition from stateless HTTP to persistent connec-
tions marks a significant milestone in web engineering. Early
attempts to simulate real-time data flow utilized AJAX long-
polling, where the server held a request open until new
data was available. While functional, this method tied up
server threads and introduced HTTP header overhead on every
response. The standardization of WebSockets (RFC 6455)
enabled true full-duplex communication, drastically reducing
overhead and latency. Modern libraries like Socket.io abstract
the complexity of WebSockets, providing automatic fallbacks
and reliable event emission mechanisms.

B. State Management in Single Page Applications (SPAs)

As chat interfaces become more complex, managing the
state of incoming messages, active conversations, and user
statuses across deeply nested Ul components becomes chal-
lenging. Research in SPA architecture highlights the necessity
of global state management patterns. Utilizing React’s Context
API prevents “’prop drilling” and allows deep components (like
a specific chat bubble) to re-render independently the moment
a WebSocket event injects new data into the global state.

C. Secure Media Handling in Chat Architectures

Processing binary data (images, documents) directly on a
Node.js application server can cause heavy CPU blocking and
degrade WebSocket performance. Modern architectural best
practices dictate offloading media storage to specialized Con-
tent Delivery Networks (CDNs). Platforms that proxy uploads
directly to services like Cloudinary ensure that the primary
application server remains lightweight, focusing purely on
database 1/0 and socket broadcasting.

II. SYSTEM OVERVIEW
A. Proposed System

The proposed platform is an end-to-end encrypted messag-
ing application that integrates a responsive React frontend, a
RESTful Express API for authentication, a Socket.io Web-
Socket server for real-time events, and a MongoDB database
for message persistence.

Users can register, customize their profile with an avatar,
search for other registered users, and initiate direct conversa-
tions. The system instantly reflects when users come online or
go offline, and delivers text and media messages in real-time.
Unseen message counters update dynamically on the client
side without requiring page reloads.

System Architecture

The proposed platform follows a highly optimized
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MERN stack architecture, integrating an event-driven layer
for real- time capabilities.

1) Presentation Layer (Frontend): Built utilizing React.js
and compiled with Vite. Global state (Authentication,
Active Chats, Socket Connection) is managed via the
React Context API. The interface utilizes Tailwind CSS
for a fluid, dynamic layout that adjusts chat views
instantly based on mobile or desktop viewports.

2) Business & Event Layer (Backend): Functions as the
routing and broadcasting engine. Built with Node.js and
Express.js, it manages standard HTTPS REST endpoints
for user authentication and profile updates. Simultane-
ously, an attached HTTP server listens for ‘upgrade’
requests to establish Socket.io connections, mapping
user sessions to volatile socket IDs.

3) Database Layer (Storage): Utilizes MongoDB to
store User profiles and Message histories. Mongoose
ODM enforces strict schemas, ensuring that every mes-
sage document contains a senderId, receiverId,
text/image payload, and timestamps.

1. METHODOLOGY

A. System Workflow

The operational workflow begins when a user loads the
React application. The client checks local storage for a valid
JWT. If authenticated, the React Context initializes a global
Socket.io client connection to the backend, passing the user
ID securely during the handshake.

The Node.js server intercepts this connection, maps the
newly generated volatile socket.id to the authenticated
user.id in a server-side userSocketMap, and globally
emits an updated array of online users. The React client listens
for this event and instantly updates the UI with green “online”
indicators next to active contacts.

When User A sends a message to User B, an HTTP
POST request is made to the backend to persist the message
to MongoDB. Immediately after successful persistence, the
backend queries the userSocketMap for User B. If User
B is online, the backend emits a newMessage socket event
directly to User B’s specific socket.id. User B’s React
Context receives this payload and dynamically appends the
message to the active chat window.

B. Real-Time Message Broadcasting & Synchronization Logic

A core engineering achievement of this platform is the
seamless bridging of RESTful database persistence with in-
stantaneous WebSocket broadcasting.

This methodology guarantees that messages are never
lost—they are always securely written to MongoDB first. The
WebSocket emission acts purely as a high-speed notification
mechanism to bypass database polling.

2026, Vol 2 Issue 2(2) | 22



S &

N —
Zestera

PUBLICATIONS  IssN: 3070-0515

International Journal of

Al Electronics and Nexus Energy

Peer Reviewed, Referred & Indexed Journal
www.zesterapublications.com

Original Research Paper

Algorithm 1 Real-Time Message Transmission Logic
1: User A submits text/image payload via Frontend UL
2: Frontend executes HTTP POST to

/api/messages/send/:1id.

3: Backend validates JWT and extracts senderId and
receiverId.

: if Payload contains Image then

Upload Base64 image to Cloudinary and retrieve secure URL.

. end if

: Construct Message Document and persist to MongoDB.

: Retrieve receiverSocketId from server memory
(userSocketMap [receiverId]).

. if receiverSocketIdisvalid (User B is Online) then

10:  Broadcast Socket

io.to (receiverSocketId) .emit (
MessageDocument).
11: end if
12: Return HTTP 200 Success with MessageDocument to User
A.
13: User A’s Ul updates local state.
14: User B’s Socket Listener catches event and updates Ul
instantly.

SISV

Nel

Event:

IV.SYSTEM DESIGN
A. Entity Relationship Diagram (ERD)

The NoSQL schema is optimized for rapid query execution to load

message histories instantly.

- User Entity: Stores the user’s fullName, unique email,
berypt-hashed password, profilePic (Cloudinary URL),
and bio.

- Message Entity: The core communication document. It links
the sender and receiver via Mongoose ObjectIds
(referencing the User Entity). It contains the text pay- load,
optional image URL, a seen boolean flag for read receipts,
and automatic creation timestamps.

B. Data Flow Diagram (DFD)
The DFD illustrates the dual-protocol
WebSockets) of the application:

- Level 0 (Context Diagram): Shows the User interact- ing with
the Chat Application interface, sending HTTP requests for
historical data and maintaining an open WebSocket pipe for
real-time events.

- Level 1 (Subsystem Decomposition): Separates the Au-
thentication subsystem (REST) from the Live Messaging
subsystem (Sockets) and the Media subsystem (Cloudi- nary
proxy).

- Level 2 (Socket Mapping): Details how the server’s
userSocketMap dictionary dynamically updates upon
connection and disconnection events, ensuring accurate real-
time routing.

nature (HTTP +
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VI. IMPLEMENTATION
A. Frontend Development Strategy

The presentation layer is structured around the React Con- text
API to prevent localized state desynchronization. Three primary
contexts were engineered: AuthContext (managing JWT and user
data), ChatContext (managing message arrays and active chat
selections), and the Socket listener hooks.

The user interface was styled rapidly utilizing Tailwind CSS.
Complex layouts, such as the three-column desktop view (Sidebar,
Chat Window, Profile Info) automatically collapse into responsive,
single-column stack views on mobile devices. The file input
mechanism utilizes FileReader to generate Base64 strings,
allowing instant client-side image previews

" newMessag é)efore the HTTP transmission to the backend begins.

B. Backend API & Socket Architecture

The Node.js server merges standard Express routing with a
Socket.io instance attached to the native HTTP server. Middle-
ware intercepts incoming requests to parse JSON bodies (up
to a 4MB limit to accommodate images) and validates JWTs
attached to the request headers.

To maintain robust performance, the backend logic sepa-
rates database /O from socket emissions. Controller func-
tions (messageController. js) handle the heavy lifting
of MongoDB find () and create () queries. Only upon
successful database resolution does the controller invoke the
Socket.io instance to emit events to specific client connections.

VII. SECURITY ANALYSIS

Real-time communication requires strict adherence to secu-
rity protocols to prevent data interception and unauthorized
access:

- Authentication & Password Hashing: Passwords are
never stored in plain text. The system utilizes bcryptis
to apply cryptographic salts and hashes. Sessions are
stateless, managed via JWTs containing only the User
ID, signed with a secure server-side secret.

- Route Protection: Both the REST API endpoints and
the React frontend routes are protected by middle-
ware/wrappers that verify token validity, instantly reject-
ing unauthenticated requests.

- CORS & Socket Security: The Express server im-
plements strict Cross-Origin Resource Sharing (CORS)
configurations. The Socket.io connection validates the
user ID passed during the handshake query, ensuring that
volatile socket rooms are only assigned to authenticated
identities.

VIII. RESULTS AND ANALYSIS
A. Functional Testing Results

The platform successfully processes user registrations,
profile updates, and message transmissions. The Web-
Socket connection stabilizes instantly upon login. When
tested across multiple simultaneous browser sessions, the
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userSocketMap reliably tracks connections and disconnec-
tions, updating the global ”online users” list accurately across
all clients. Image uploads proxy through Cloudinary smoothly,
rendering within the chat interface in under 2 seconds.
B. Performance Metrics

The event-driven WebSocket architecture significantly out-
performs traditional polling methods in both latency and server
resource utilization.

TABLE 1
SYSTEM PERFORMANCE METRICS

Process / Event Avg. Latency (ms) | Success Rate
REST Authentication (Login) 150 ms 100%
Socket Handshake & Connect 85 ms 99.9%
Message DB Write + Socket Emit 120 ms 100%
Cloudinary Proxy Upload 450 ms 99.5%
Client UI Re-render <16 ms 100%
TABLE I
ARCHITECTURE COMPARISON: MESSAGING

Feature Traditional HTTP | Proposed

Polling WebSocket System

Data Fetching

Repeated client re-
quests every X sec-
onds

Server pushes data in-
stantly via open pipe

Server Load High (Processing | Low (Maintains con-
thousands of | nection, emits only on
redundant headers) event)

Latency High (Dependent on | Minimal (Real-time
poll interval) sub-100ms)

Online Status

Inaccurate / Delayed

Highly accurate (Dis-

connect events trigger
instantly)

IX. CONCLUSION

The developed Full-Stack Chat Application effectively
demonstrates the power of combining the MERN architecture
with event-driven WebSocket protocols. By transitioning from
traditional request-response polling to a persistent Socket.io
connection, the system achieves genuine real-time bidirec-
tional communication with minimal latency.

The implementation of a centralized userSocketMap on
the backend seamlessly bridges persistent MongoDB storage
with volatile socket sessions, ensuring that messages and
online statuses are routed with high precision. By offloading
media processing to Cloudinary and managing global state via
React Context, the application maintains a lightweight server
footprint and a highly responsive user interface. This project
serves as a robust, scalable foundation for modern digital
communication platforms.

X. FUTURE SCOPE

Future enhancements of the proposed platform may include:

- Group Chat Architecture: Expanding the Mongoose

schemas and Socket.io room logic to allow multiple
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users to join, leave, and broadcast to customized group
channels.

Typing Indicators & Read Receipts: Emitting micro-
events over the socket connection to display real-time
”User is typing...” indicators and visually updating mes-
sage statuses from "Delivered’ to "Read’.

Push Notifications: Integrating Service Workers and the
Web Push API to notify offline users of new messages
even when the browser application is closed.
Audio/Video Calling: Implementing WebRTC (Web
Real-Time Communication) to establish secure peer-to-
peer data streams for live voice and video capabilities.
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