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ABSTRACT:

The primary mechanism usually used to preserve democracy in a particular society is election. Blockchain (BC)
and other recent technology developments have previously been used in earlier projects to implement
unconventional e-Voting systems. The primary objective of these suggestions is to retain openness, confidence,
and distant elections while offering the required degree of security and dependability. However, BC's notoriety
and dispersed nature created additional privacy and performance trade-off issues. By combining smart contracts
for dependability and transparency, Differential Privacy to improve vote anonymity, and Self-Sovereign
Identities (SSI) for maintaining decentralized identity and verifiable credentials, this study seeks to overcome
current privacy and performance difficulties in e-voting. Specifically, a novel (k, €)-differential privacy strategy
is created that allows statistical vote approximation while maintaining anonymity by using a randomly chosen
candidate as a pivot to redistribute retrievable votes to other candidates. In order to improve user engagement,
the system also incorporates a real-time notification system that, following completion of the voting process,
sends a confirmation message to the user's registered mobile device, such as "Vote successfully cast". Different
transaction arrival speeds (10-80 TX/s), total votes cast (10k—50k), and numbers of elected candidates (2—8) are
among the parameters under which the suggested techniques are assessed. The smart contract is built on a cloud-
hosted, permissioned blockchain network utilizing Hyperledger Besu, with geographically dispersed nodes in
Google's EU and USA data centers, in order to verify its realistic implementation. According to experimental
data, BP-Vot outperforms current solutions in latency by 24% (= 1 s/TX vs. 1.24 s/TX). Additionally, the system
regularly provides over 98% accuracy in estimated vote outcomes using a standardized Min-Max regression
algorithm; accuracy increases linearly with vote volume. Additionally, the robustness of the suggested
differential privacy model against reconstruction assaults is officially confirmed.
KEYWORDS: leakage-resilient anonymous multi-receiver encryption (LR-AMRE),
anonymous heterogeneous multi-receiver hybrid encryption (LR-AHMR-HE)

leakage-resilient

1. INTRODUCTION

Throughout history, voting has been an essential
instrument for preserving democracy all across the world.
Voting procedures are traditionally carried out using
centralized, paper-based systems that are ineffective in
terms of expense and public risk. E-Voting frameworks,
which enable the use of electronic devices or systems to
cast or count votes in an election, have been advocated in
the literature as a solution to these problems [1]. E-voting
still has numerous benefits over traditional paper-based
voting, including increased accessibility, reduced cost,
and superior efficiency, even if it is mostly centralized
and has single points of failure [2]. These benefits have
led to the announcement of numerous proposals and
initiatives worldwide [3], [4], encouraging the adoption
of e-Voting schemes to improve the prosperity of their
nations' democratic processes (e.g. Switzerland [5],
Kenya [6], Sri Lanka [7], Australia [8], India [9], Brazil
[10], Nigeria [11], Russia [12], among others [13]). More
sophisticated and reliable decentralized solutions
typically use the Blockchain (BC) technology to achieve
the required levels of decentralization, leading to public
trust. A distributed ledger of transactions (TXs) that is
safe, transparent, and unchangeable may be created and
maintained thanks to BC, a ground-breaking technology
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[14]. Satoshi Nakamoto initially presented this
technology in 2008 as the foundation for the
cryptocurrency known as bitcoin [15]. Since then,
BC has been used in a number of fields, including
the Internet of Things (IoT) [16], banking [17],
supply chain [18], healthcare [19], and electronic
voting (e-Voting) [20]. By offering a decentralized
and distributed platform for e-Voting that can
improve the reliability and transparency of the
voting process, BC technology presents a potential
solution to some of the aforementioned issues [21].
Votes may be stored in an unchangeable, tamper-
proof manner via BC-enabled e-Voting systems, and
anybody can confirm the votes' accuracy and
validity. By employing cryptographic methods like
encryption, hashing, and zero-knowledge proofs,
they can additionally safeguard voters' privacy and
anonymity  [22]. However, state-of-the-art
technologies are rarely used in practical situations
since they usually do not follow the most advised
privacy-by-design principles. Ensuring the security,
integrity, privacy, and verifiability of the voting
process and outcomes presents several issues for
BC-based e-Voting [23]. For example,
contemporary e-Voting systems sometimes have
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inadequate  privacy controls  despite  technical
developments, which might jeopardize voter data
integrity and erode faith in these systems. Furthermore,
while implementing e-Voting systems across different
network tiers, from tiny communities to large-scale
elections, scalability and performance concerns are
crucial factors to take into account [24]. Additionally, as
voters may not be aware with the technical features of the
system, BC-based e-Voting systems must offer user-
friendly interfaces and experiences. The security and
privacy risks associated with their portions of the solution
deployment are usually known to front-end DevOps
teams. However, understanding BC technology as a
facilitator of e-Voting through various ways (e.g. Smart
Contracts) is closely tied to addressing privacy problems
in the back-end. When developers are ignorant of the
intricate techniques utilized by BC, it becomes more
difficult for front-end, back-end, and system architects to
handle privacy, security, and scalability requirements.
The legal and regulatory frameworks of many nations
and areas, which may have varying e-Voting needs and
norms, must also be complied with by BC-based e-
Voting systems [25]. For example, despite the mass
adoption of BC technology in Europe, any application
must adhere to the very strict General Data Protection
Regulations (GDPR), aiming to protect the privacy of
citizens in the continent. Neglecting the GDPR-
compliance requirement might lead to billions of Euros
paid as fines against system developers. We use a
scenario where three votes are cast to our smart contract,
simulating the three different forms of votes, to assess the
system's privacy preservation. In this instance,
demonstrating that our system offers a likely loss of
privacy equal to € (for all vote kinds) shows the
robustness of our differential privacy approach. In order
to protect privacy, we also consider the worst-case
situation, in which there are only two candidates to
choose from. In other words, the largest value of € (¢ =
0.5) may be obtained with the fewest candidates d = 2, as
expressed in Equation 2. We begin with a user's vote for
pivot candidate c0, as shown in Figure 11a. To determine
whether this vote should be registered for CO or
transferred to another candidate, the smart contract
creates a random float number ®. This vote is included in
the list of c0 votes since ® was in fact smaller than €. We
may view the vote numbers at the conclusion of this
phase.

OBJECTIVE

The primary goal of the BP-Vot-Lite project is to use
blockchain technology to create a secure, decentralized,
and privacy-preserving electronic voting system that
guarantees the secrecy, integrity, and transparency of the
whole voting process. The goal of this project is to use
smart contracts to automate vote validation and result
calculation, doing away with human interaction and
reducing the possibility of fraud or manipulation. The
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system allows voters to verify themselves using
verified digital identities in accordance with
forthcoming Web 3.0 standards by integrating self-
sovereign identity (SSI) techniques. Additionally, it
uses sophisticated cryptographic and differential
privacy approaches to protect voter anonymity,
guaranteeing that individual votes are untraceable
while preserving aggregate verifiability. The goal
also includes making elections open and auditable so
that all parties involved may confirm the outcomes
without jeopardizing privacy. The project also
places a strong emphasis on usability by providing
administrators and voters with a contemporary,
responsive, and user-friendly interface that enables
easy registration, safe voting, and real-time result
presentation. By achieving these objectives, BP-
Vot-Lite hopes to create a reliable, GDPR-
compliant, and cutting-edge electronic voting
system appropriate for widespread democratic
applications.

PROBLEM STATEMENT

Traditional voting systems, being centralized and
paper-based, often suffer from inefficiency, high
costs, and a lack of transparency, which can
undermine public trust in democratic processes.
While electronic voting (e-Voting) systems were
introduced to address some of these challenges, most
existing solutions remain centralized, creating single
points of failure and making them vulnerable to
tampering, data breaches, and operational
inefficiencies. Although blockchain technology has
emerged as a promising solution for enabling secure,
transparent, and tamper-proof e-Voting, current
blockchain-based systems still face significant
issues. These include ensuring voter privacy,
scalability, and regulatory compliance—particularly
with frameworks such as the General Data
Protection Regulation (GDPR). Additionally, the
complexity of blockchain technology often hinders
its adoption, as developers and system architects
may struggle to implement privacy-by-design
principles effectively. Therefore, there is a critical

need for a reliable, privacy-preserving, and
decentralized blockchain-based e-Voting
framework that ensures data integrity, voter

anonymity, and compliance with legal standards
while maintaining user accessibility and operational
efficiency.

EXISTING SYSTEM

Transparency, security, and tamper-resistance are
the goals of current blockchain-based electronic
voting systems. However, preserving voter privacy
and attaining maximum speed are difficult due to
blockchain's dispersed and public nature. These
systems may pose privacy problems since they
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frequently lack sophisticated ways to completely

anonymize votes. Such systems are less practical for real-

time or remote voting scenarios since managing large-

scale elections with high transaction volumes can lead to

performance bottlenecks and increased delay.

Disadvantages of Existing System

e  Voters' selections might be exposed since votes are
publicly viewable on the blockchain.

e  Fake identities and Sybil attacks are possible due to
the lack of a robust authentication technique.

e  After voting, users do not receive a confirmation,
which creates doubt.

e Vote counts are precise, providing no defense
against inference or reconstruction assaults.

PROPOSED SYSTEM
In order to overcome these constraints, the proposed
system introduces differential privacy for improved voter
anonymity, smart contracts for transparent and
dependable vote processing, and Self-Sovereign Identity
(SSI) for decentralized identity management utilizing
verified credentials. A pivot candidate technique is used
to anonymize votes through redistribution in order to
implement a new (k,g)-differential privacy algorithm. A
real-time notification system confirms successful voting
by sending mobile alerts to enhance user participation. In
a geographically dispersed, cloud-based blockchain
network, the use of Hyperledger DIDs shows notable
gains in latency, correctness, and privacy protection.
Advantages of Proposed System
e Self-Sovereign Identity (SSI) is integrated for safe
and private voter verification.
e Uses tamper-proof algorithms to automate vote
processing on a permissioned blockchain.
e Confirms "Vote Successfully Cast" to people by
SMS or mobile message.

2. RELATED WORKS

Electronic voting has attracted significant research
interest as governments and organizations seek secure,
transparent, and efficient alternatives to traditional paper-
based voting. Conventional electronic voting systems
improve the speed of vote collection and counting;
however, they often face challenges related to data
integrity, voter privacy, transparency, and resistance to
cyberattacks. These limitations have motivated
researchers to investigate blockchain technology as a
foundation for secure digital voting systems.[1]
Blockchain has emerged as a promising solution because
of its decentralized architecture, immutable ledger, and
cryptographic security. Several studies have proposed
blockchain-based e-voting frameworks that eliminate the
need for a central authority while ensuring that votes
cannot be altered once recorded. These systems improve
transparency by allowing authorized participants to
verify election records without compromising the
integrity of the voting process. However, many early
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blockchain-based approaches primarily focused on
data immutability and auditability, while providing
limited mechanisms for protecting voter privacy.[2]
To enhance election automation and trust,
researchers have incorporated smart contracts into
blockchain-based voting systems. Smart contracts
automate essential election activities such as voter
registration, vote validation, ballot casting, and
result computation according to predefined rules. By
eliminating manual intervention, smart contracts
reduce the possibility of human error and
unauthorized manipulation. Nevertheless,
vulnerabilities in smart contract implementation and
insufficient access control can introduce security
risks if not carefully designed and tested.[3]
Protecting voter anonymity remains a critical
challenge in electronic voting. Several research
efforts  have  explored  privacy-preserving
techniques, including cryptographic protocols,
homomorphic encryption, zero-knowledge proofs,
and differential privacy. Among these methods,
differential privacy provides an additional layer of
protection by introducing controlled randomness
into published statistical information, reducing the
likelihood of identifying individual voters while
preserving the overall usefulness of election results.
Although differential privacy enhances
confidentiality, it must be carefully configured to
balance privacy protection and data accuracy.[4]
Authentication is another essential component of
secure electronic voting. Existing voting systems
employ various authentication mechanisms such as
biometric verification, national identity cards, one-
time passwords (OTP), and multi-factor
authentication. Email-based authentication has
gained attention as a practical and cost-effective
approach for verifying voter identities, particularly
in academic institutions and organizational
elections. While email verification simplifies voter
authentication, additional security measures such as
encrypted communication and time-limited
verification links are necessary to prevent
unauthorized access and replay attacks.[5]

Despite the significant progress in blockchain-
enabled electronic voting, many existing solutions
focus on only one or two aspects of election security.
Some systems emphasize transparency but provide
limited privacy guarantees, whereas others
strengthen privacy without offering comprehensive
authentication mechanisms. Similarly, certain
frameworks utilize blockchain and smart contracts
but overlook practical voter verification
techniques.[6]

The proposed research addresses these limitations
by integrating blockchain technology, smart
contracts, differential privacy, and email-based
voter authentication into a unified electronic voting
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framework. The proposed system ensures secure voter
authentication, immutable vote storage, automated
election management, enhanced voter privacy, and
transparent result verification. By combining these
complementary technologies, the system aims to provide
a reliable, scalable, and trustworthy electronic voting
solution suitable for modern digital elections.[7]

3. METHODOLOGY

MODULES:

Design of User Interfaces

In this module, we build the project's windows. These
windows allow all users to safely log in. Users can only
connect to the server after entering their username and
password. If the user has already departed, they can log
in straight to the server; otherwise, they must register
their details, which include their email address,
password, and username. The server will create an
account for each user in order to maintain the upload and
download speeds. The name will be linked to the user ID.
Typically, you may access a certain site by logging in.
User Authentication Module

Both administrators and voters may securely log in using
this module. To avoid credential breaches, passwords are
hashed using SHA-256 or berypt before being stored.
Voters and administrators can only view their own
dashboards thanks to role-based access. Additionally, the
system provides session management, keeps track of
login attempts, and may incorporate OTP or CAPTCHA
verification for added protection.

Voter Verifier

Administrators can confirm voter registration with this
module. The administrator has the ability to verify
identity papers, examine voter information, and accept or
reject registrations. Voters who have been approved can
log in to cast ballots after receiving activation emails.
Only valid and distinct voters are allowed to cast ballots
thanks to the verification.

Candidate Management

The administrator can add, modify, or remove candidate
profiles using this module. Each candidate's name, party,
and manifesto are included. The information is safely
kept and then connected to votes when voting takes place.
Voters may view candidate information on the voting
page in real time.

Voting Module

This is the main functional module where authorized
voters may safely cast their ballots. Using blockchain
transaction linkage and authentication, the system
guarantees one vote per voter. To avoid manipulation or
repetition, every vote is digitally signed, encrypted, and
sent to the blockchain ledger using a smart contract
interface.

Vote Validation Module

After vote submission, the admin uses this module to
validate and confirm recorded votes. The validation
process includes checking digital signatures, timestamp
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verification, and ensuring integrity within the
blockchain ledger. Invalid or duplicate votes are
automatically rejected.

4. ALGORITHM
e BP-Vot (Blockchain-based Private Voting
with Differential Privacy and SSI)

Numerous secure applications are needed Because
of the growing risks of data manipulation, identity
theft, and centralized manipulation, protecting the
privacy, openness, and integrity of electronic voting
systems has become a crucial concern in the current
digital era. Blockchain-based Private Voting with
Differential Privacy and Self-Sovereign Identity
(SSI), or BP-Vot algorithm, is a sophisticated
cryptographic  voting system that combines
decentralized blockchain technology with identity
self-sovereignty and privacy-preserving strategies.
Building a safe and auditable electronic voting
environment that ensures voter anonymity, data
security, and verifiable integrity without depending
on a central authority is the main objective of BP-
Vot. By distributing voting records across a
blockchain ledger, BP-Vot ensures immutability,
non-repudiation, and tamper-proof storage, in
contrast to traditional electronic voting systems that
rely on centralized databases susceptible to breaches
or manipulation. Before being added to the chain,
each transaction in BP-Vot represents a single vote
and is hashed and encrypted. The blockchain
framework ensures end-to-end verifiability and
transparency of the election process by guaranteeing
that once a vote is recorded, it cannot be changed or
erased.

5. DATA FLOW DIAGRAM

Level 0

User Page

User Login Server
Page
Error
Message
Database

Level 1

voter Aoi

View Submit Vote
Candidates

Wait for
confirmation

Fig 5: Data Flow Diagram

6. SYSTEM ARCHITECTURE
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For example, when implemented on fully distributed
infrastructure, BC and SC techniques are usually used to
provide data immutability while preserving high levels of
consistency. When anonymizing large data frameworks,
differential privacy techniques are usually used to get B e
high accuracy outputs in comparison to the original
outputs. We developed a standardized self-sovereign
identity management scheme since the combination of
those techniques necessitated a third approach, which is
in charge of maintaining identities at the end-user level
before applying differential privacy measures. This
intricate technology was made open-source so that the
community may continue to contribute and conduct
study. We anticipated during pre-testing that our system's
latency would be marginally greater than that of systems
without differential privacy techniques. Despite BC Admin Sign In
nodes being installed on separate continents (Cloud VMs
hosted in the US and EU), our system beat both simulated e
and state-of-the-art systems when benchmarked with e
increasing the batch size. The hyperledger DID solution's B
refined techniques, which aim to achieve optimal
processing costs in industry-level solutions as opposed to
simulation-based non-optimized solutions, may serve as
justification for the simulation.

Voter Login

Admin Portal
Secure Verification

Live Results

) BP-Vot-Lite

7. RESULTS

The performance of the proposed blockchain-based e-
voting system was evaluated based on registration
efficiency, voter verification accuracy, vote processing
speed, blockchain transaction performance, security
validation, and result generation time. The analysis
demonstrates that the system provides secure,
transparent, and efficient election management while
maintaining data integrity and voter privacy.

& Election Results Dashboard
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Fig 7: Results

8. FUTURE ENHANCEMENT

We developed and put into practice our differential
privacy approach so that just one pivot candidate is
chosen in order to demonstrate the concept. This is
essentially enough to ensure the anonymity of every vote,
regardless of the candidate who was first elected, as we
have demonstrated. In the meanwhile, only estimated
vote numbers are released, which is insufficient to
determine who was first elected. We intend to look into
the viability and usefulness of a parallel differential
privacy approach in the future, where the anonymization
mechanism is guided by many pivot possibilities rather
than just one.

9. CONCLUSION

A safe, decentralized, and transparent voting system that
guarantees voter anonymity and result integrity is
successfully shown by the proposed BP-Vot:
Blockchain-based Privacy-Preserving e-Voting System.
The solution successfully tackles major issues with
conventional and centralized e-voting platforms,
including data manipulation, identity leakage, and single
points of failure, by combining Blockchain technology,
Smart Contracts, Differential Privacy, and Self-
Sovereign Identity (SSI). By offering tamper-proof and
auditable election records, the deployment on a
Hyperledger Besu blockchain network improves
decentralization and trust. According to experimental
assessments, the system retains over 98% accuracy in
vote aggregating while achieving up to 24% reduced
latency, even when candidate numbers and vote volume
change. The qualitative analysis demonstrates that BP-
Vot maintains system scalability and performance while
providing robust privacy protection as the number of
votes rises. All things considered, BP-Vot is a major
advancement toward the realization of a decentralized e-
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voting system that is trustworthy, GDPR-compliant,
and privacy-preserving for practical democratic
applications.
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